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AllCry 2HMil0f
CERBER 2H449|0{
Erebus 2440
Globelmposter 244901

Locky 2A¢lof
Magniber(MyRansom) 2HA1¢][0f
VenusLocker 2144¢0{

2201

WannaCry 2

GandCrab 2HA¢fof
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* readme.bxt - Notepad

File Edit Format View Help

some files have been encrypted

Please send 0.2 bit coins to my btc wallet address
If you paid, send the hardware id to my email

I will give you program to decryper

If there is no payment within seven days,

we will no longer support decryption

Email : allcy@alguds. com

BTC wallet : 1BSIXEFpPBybTXZiXNhoxDBdIdNYdvnzxru

Your Hardware ID:H1WYH-Y¥QOEB-WKCTA-TIDKTI-3FAPO-OY5PO

X[LFAE HASHH 7HE3HE 0.2Bitcoin)E XIS5H=E Fohs HHALE
‘allcry@naij.com, allcry@alquds.com’ HU&E =5t
of, 8t=20], SZ0{Z2 ZME UMLE

PCO| Zxi5k= I (ipg, Xls, doc, ppt, zip, hwp, exe 2| 200712 EHEX})
Local Disk

o ! a”Cry’E _|_|_|-OI gl-xl'xl._ H=|74
« HIESHH EG0H| “readme.txt” A E MY 4y
« 5 EHOIX|0IM 72 or HstE Z2TM0| EBIE| RE

Qlojoll w2t of LiZ2t CHE 4~ ASFLICH
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% CERBER 2A¢]0f

e Lhg
(.EI'.‘K FRCEYPTOR
L LY . L} i‘{.I;HL}vl'\'l!‘._&'.il;i.lI—fl-!'r‘'.; -Il : . . N o
HH-E
¢« URLFAE HAGIH 253I=7E FoIEE FEots HMLE
+ “CRBR ENCRYPTOR"0| HA|=! HIEf51H 00| X|
Tjspee] - PCOll Zxifst= T (ipg, Xis, pdf, ppt, zip, avi, wmv 2| 3007H2] EHEXY)
=T « Local Disk, USB Drive, Network Drive, Cloud Drive
« 4X12(Q] 'UQ|O| At or FEAFE MY SXXIE HF (PCOICH SHEXI7t CHE)
. SMoZ US| AME M
- AUSStE 260 3712 HMLEE MY
-(READ_THIS [FE+xXAH.Nta)
Ex —(READ_TH_IS_[F2+xXH.txt)
- (R_E_AD_THLS_[ZZ2+2XH.png)
« AISAHHCE S0 MFE SIHEE HALE A3
« AMAHIZR0| E7tS5I=E 28 HI=R(Volume Shadow) A
« 2 HMO| CERBER(Ver.1)2| 42 E5st =727t ZxH (No More Ransom)
X At = HE Ao w2t & Li8Tt CHE 4 UELICH
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LHE

Warning!!

=

=

0x

t

Your documents, photos, databases, impeortant files have been encrypted!

If you modify any file, it may cause make you cannot decrypt!l!

To decrypt your files please visit the following website:

If the above address will be unable to open or very slow, follow these steps:
1. Download and install the tor browser. Download Tor
2. Afler successful instaliation, run the browser, waiting to initialize

3. In the address bar enter

Data crypted
Every important file (documents pholos, videos aic) on this computer has been encrypled wsng an uniqua key for this computer,
it s impossible 1o recover your files without this key. You can bry to open them they won't work and will stay that way
That is, unless you buy a decrypbon key and decrypl your files.

Click recover my files’ below 10 00 10 the websit allowing you 1o buy e key

Froam riow on you haves 96 hours o recover thi ey after this time i will be deleted and your files wil stay unisable forever
TOBAIZAS260E00ES1 BICFFADSOIEODADIAGE3I0T you can fird this page on your deskiop and document older Use it

. s
il the buthon below doesn't work you need fo download a welr browser called or browser
dewnload by chicking here then install the browser, ifs like chrome, firefox or intemet explorer excopt it allows you 1o browse o special websites.
once it's launched browse o hitp.ienebushT 4 Hnglidb omon

Rocover my files
=olTE RTol= HALE
FEIRD)

You il 5

+ URLFA(TonZ BAIGIH 7HASSIE X|
b= mH (ipg, xis, doc, ppt, zip 2 400712] &t

+ PCOfl Zxli5k=
Local Disk, USB Drive, Network Drive

i
+ ‘ecrypt’Z M SYALS HY
- HIESIHS SIS DE Zojof M LE Ay
Ex — ‘_DECRYPT_FILES html, _DECRYPT_FILES.txt
- AERX BlSA Ao 2HEHMMA LT MO
- SZHRK= M| 2531 2f5 RS SAS 27120002H~40002H)
[ BHE 2HMQ0f0] w2t §f BT ChE 4 UBLIC
34
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i
W

&M 5] CovUserswpublicwhow_to_back_files html XX A x O

5 HOW TO DECRYPT YOUR ...

]

YOUR FILES ARE ENCRYPTED!

ALL YOUR IMPORTANT DATA HAS BEEN ENCRYPTED.

HYE R
;rl\e l:-:_n‘umlr.-;;' of this document).
for decryption all files
ch user's umgue encry
v
< >
« E-Mail FAZ HEGIEE R
* ‘how_to_back_Files.html’ TIYHS 7tX|1 QU= HAHLE
rsto « PCOll ZXHi5H= T (xis, xisx, pdf, ppt, pptx, hwp 2| 2007H2| ZHELX})
J'l'l‘JH I:I'I'I

* Local Disk, USB Drive, Network Drive

+ ‘[E-Mail TA].rose’2 O SEIKIE HY

« ASEHE Z0Y| “how_to_back_files.html” AL E AA
== « EXE O 253 ZIE (PCHIRE Al 2F 2 JHsM Z=xy)
+ E-MailZ Salf o=

- OXIE MHEZ Zest HE Globelmposter A0

¥ At = HE adRlofol w2t ¢ Lignk T 4~ AFLCH
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[ BED ¥ BARIW ESD EERW
| s B =2 w0~ @azugae -

| 1z | | ——
| 5= +
= =% 3. -

11 IMPORTANT INFORMATION 1!

All of your files are encrypted with RSA-204% and AES-128 ciphers.
Mare information about the REA and AES can be found hers:

hp./en wikipedia ore wiki RSA (crvplosystem)
bittp./Vem wakpedia org ‘'wiki' Advanced Encryplion Standasd

[ |
| Decrvpting of your files is only possible with the private kev and decrypt program, which is on our secret server
| Te seceive your private key follow ene of the links:

(|
If all of this addresses are not available, follow these steps:
f 1 Download and install Tor Browser. hups /www torproject.org download dovwmload-easy huml
1. After a successful mstallation, run the browser and wast for munalization.
3. Type in the address bar: g46mbrzpfizonuk onion YCNQWIB4IWLUIESS]
[ | 4. Follow the instructions on the site

11! Your personal identification ID: YCNQWIB49WUIESE] 11!
§oamtm m |5 .55

+ URLFA(Tor}E BAISIH 7HSSEHHIETR)E XIZ6l=E Restke dy-E
- HiESlH o|ojx| 1Y

=
0x
In

+ PCOl| Zxii5t= I (ipg, Xis, pdf, ppt, zip, avi, wmv 2| 2007H2] EFEEXY
* Local Disk, USB Drive, Network Drive, Cloud Drive

=]
o
ik3
do

. “diablof 2 T} SHEXIE 2
« ASFIE Z00]| M- E(diablo6_[3X2]].htm) A4

- + NAZ=2I0| B7H55IES 28 HES(Volume Shadow) A

+ E-mail2 9 (M2 RIS ' 2017-08-09 (2K, [EHXIT SeH)

X At = HE adRdofol w2t ¢ Ligut THE 4 AFUCH
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LHE

rﬂJ
0x

In

| HOW_TO_DECRVPT_MY_FILES_cOhb06e8 arikTiyE_tet - Notepad
File Edt Format Yiew Help
ALL YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES MAVE BDEEN ENCRYPTED!

vour files are wOT damaged! vour files are modified only. This medification is reversible.
The only 1 way to decrypt your files iz to receive the private key and decryption program.

Amy attempts te restore your Files with the third-party software will be faral for your files!

To receive the private key and decryption progras follow the instructions below:
1. pownload “Tor orowser™ from hTTps://www, torproject.org/ and install it.

2. In the "Tor Browser™ open your personal page here:
htep: //couxB0GoEar 196k 8y6. yhicavevk ja27eox. onion,/M311 Inesonove sLU

wote! This page is available via “Tor Browser® only.

Al50 you £an use temporary addresses on your personal page without using “Tor Growser ™!

hrep://c90x60606ar196k78y6. sayhere. party,/N311 Inedol0veSLL
http: //couxB0GORar 106k Byb. gof 129, webcam,/M211 INeBOLOVE SLU
http: //c9xE060Bar | S6kT ByE. keysmap. trade /NI 1 INeSOLOVE TLY
hrop://co9x60606ar 196k7 6y6. segon. racing/n31i3nedolove 5Ly

Note! These are temporary addresses! They will be available for a limited amount of time!

o M eerypr =

B -+ i TTe o

MY DECRYPTOR Supp Dacrypl | Mo ke FREE

Your documents, photos, databases and other important files have been encrypted!

WARNING! Any attempts 10 restore your files with the third-party software will be fatal for your files! WARNING!
Ta decrypt your files you need to buy the special software - "My Decryptor

Al transa<tions should be performed via BITCOIN network.

Within 5 days you can purchase this product al a special price: BTC 0,200 [~ $1131)
After & days the price of this product will mcrease up to: BTC 0.400 (~ $2262)

The special price is available:

04 . 23:43:05

Hrw tn net "My Decryntor'?

AL

URLZFEA(Tor)Z HAISHH 7HE3H2Bitcoin)E XIESIEE REots HMLE
QX A|ZH0] X|LIH Z7} 7HAMESHABitcon) 7

PCOl| Zxfi5H= T (jpg, Xis, doc, ppt, zip, hwp 2| 3007H2] EHAEXH
Local Disk, USB Drive, Network Drive, Cloud Drive

Jm
kal

* Al

=
=

il

=

EnS

o

‘kgpvwnr, .ihsdj' 2 T}Y SHEXIE HA
HIESIH Z2HE 256 E ZC0f HACE T MM

— ‘READ_ME_FOR_DECRYPTOR_[ID].txt, ‘_HOW_TO_DECRYPT_MY_FILES_[ID]_.txt

A7|E20l| SESI0 152010 L3S 5t ey E A

HHEH|Z (Malvertising)* A2 [ (F/oFEH EZH|0|X|0f FZol= ATC2 2Y)

* Zofet 22101 YNS Sof WHTES UUAT D RE5H= WA

Mool w2t ¢ LSt CHE 4 ASLICE,
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LFAE HAIGH 7HAESEK 1Bitcoin)=
‘VenusLocker 0|22 7IX|1 Q= =23
pal=)

* Xll:l_l_—l—E
‘venuslockerteam@protonmail,com’ HI!
HIESHH o|0|X|7t HE

alian, please refer to the di

e
=2 = o

« PCO| &XHi5te T (Xis, xIsx, pdf, ppt, pptx, hwp 2| 2007H2] &FEEXH
+ Local Disk, USB Drive, Network Drive
" EAtEo] =&kE ot

mfsHH
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